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MEMORANDUM FOR 

Re: '/(BRITISH TAMPERING ViTTH^UKEAU POUCHES 
FROM LONDON AND LISBON 


Mr. Frederick B. Lyon of the State Department called thair. Nease 

writer and stated that on Thanksgiving Day he had been called to Miss Beahm 
the Bureau and certain envelopes had been exhibited to him which Mis* Gandy_ 
indicated the British were gaining access to pouches coming from ______ 

London and Lisbon and were tampering wi th them. He stated at that time 
that Mr. Tamm and you had kindly offered to give the State Department what 
assistance was needed in putting an end to this trouble. Mr, j yon s tated 
t hat a ltho ug h he was very much concerned over the fact that the Bureau's 
mat eria l had been ’ opened, still he felt tfr at the. problem was even greater 
a nd 'extended "to th e possibility , that amstate compnmcafaons : ., 

over the world are possibly being treated the same way. He requested the 
writer to call at his office and discuss the situation with him. 

; ■ ■ ■' ' r T - V J~,. O- V 7 ' J 

Lyon's requests the writer .Aid call at^ 


In accordance with Mr. 


his 


office aud was advised that the person responsibly for gall communications 

going b^feiplomatitf ppuch was Mr. Mpnnett, Chief^ o^-tW^Vision of 

Foreign Service Administration. Mr. Lyon requeswfc thWI^hMwrT^’ accompany 
h im to Mr. Dav is ' office which was “Hone. At that' time the general situation 
was discussed and Mr. Davis called into the conference Mr. Schoenrich and Mr. 
Wils on. Mr. Schoenrich is an assistant to and Mgr., Wilson is in charge 

ofPTl Trans-Atlantic couriers for the no r the rWayute s Dav4»~6 that the 
pouch numbers which were supplied by the Bureau^s having tjeen definitely tampered 
w ith had . been traced, been found. the .poaches .had Deep carried by 

mi litary p e rsonnel, one being a commissioned Army officer, one a commissioned 
Marine officerPind one a noncommissioned Marine. He stated, however, that the 
material now being transported between England and the United States is of such 
& voIi^^ffiaT"s«neiims as many as four pouches are necessary, j ^oly one of th ese 
can be kept in personal possession of the courier and three have to be carried 


separately. He stated 'that "the vouchers which accompany each pouch should 
indicate whether certain material has been carried in the hand-carried pouch 
or whether it was in the other pouches carried in the pouch compartments of the 
planes. However, a careful check at the State Department reveals that (fee to 
gross carelessness both at Lisbon and London, the vouchers were not kept and 
it was not' possible to deterjfepe whether the Bureau pouches had been in the 
han d po uch or not. Two of t hese suspected courier runs had come by cl ippe r 
F< ^victory! v i a Lisbon and the other had come by bomber directly from the British Isles 3 
nj 
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{ and for that reason Mr, Dayis felt that the tampering was ciade poss ibl e 
j p robab ly d ue to 'ei ther - c^re^e^sness or collusion at the London 

i He did riot feel thaT’the tampering was made with the knowledge and consent 
' of the couriers. 


Mr. Davis outlined that he intended to put into operation more 
stringent seen ri tV*r eguXatXona . f or the 'p6u’chc, : s“'trSr v ^xlst' at the present time 

bu£ an^icljgated ..par ticular^ at. .lond on,. 4 b|.caus§. r he said he had f ouhd 

that in’ the older "embassies the men in charge were too inclined to feel secure 

without reason. 


Mr. Davis stated that he felt to secure a solution to this trouble 
and also to prevent further trouble, it would bg..,j3m iaaaiX.f.or_. the .State t De- 
partment to .fihji s. t the Services of the Jureau. Mr. Davis 
e xperienced Agent be designa .ed to. id espying the mail pe tween 

ashing ton and London, arid also to assist in making a survey' of the mail 
room facilities in Londo n, said that tliis Agent would be designated as 
an AssistanFT3ommunications Officer of the State Department and would there- 
by be accepted without any suspicion arising as to his true identity. 

Mr. Davis advised that in the near vvi11 P ro ? eRd 
to London with the pouch and that before he does, he wp^ld like to have 
tills on given instruction at the Bureau in known methods of securing access to 
p oucS’es"' and~xn oge^ng'^iem after, access Jl.s^ gained. Mr. Wilson advised the 
writer later that he has to make a trip to Hew York for several days to turn 
his office there over to another man, and on approximately December 20 will 
return to Washington, tlnl.- ss advised to the contrary, the writer will accompany 
Mr* Wilson to the Laboratory and confer about this matter with Mr.AppelV' * 


Mr. Davis also requested that a Bureau Laboratory, exp ert be loaned 
to the State~Departjnen t to work for approximately two weeks in the mail room 
here in Washington to observe the mail as it comes in. The wiper advised 
Mr. Davis that the examination of documents for tampering of "this type was a 
very technical, matter and could be done properly only in a Laboratory, and 
for this reason it wou ld not appea r justified to assl gi y. a.. .person to this posi- 
tion iri„ .tJaeir ..max. £0SP- ' However,' jfr. Davis was advised that ii; /frfre foyers 
of this material were carefully removed and furpi,s.hed to .the. writer, a 
Laboratory exariination would be made of them to determine if they had been 
opened . 

BE C -if -fF i •’DA TT ON 


It is the v/ riter ’3 recommendation that he State Department request for 
an A ge nt to assist in the courier "run and to assist in’ maHng a' survey of the" 
London mail room be acceded to. Since this Agent can use the cover of an Assistant 
CoSuin^ Officer, iff will excite less curiosity -within the Embassy in London, 

It is believed that if Cimperman or Thurston attempted to make this survey, it 
would become quickly known that something serious is suspected and perhaps the 
inquiry woulo then become impossible because of the suspicion of the personsn 

responsible for the tampering. pp<?vd P y4nn,r J 

,-^wr: ■ • . - WT' m 

G./C. f Burton " 
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Security of ’ail 
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There were examined envelopes registered numbers 3915, P.945 
»' ft tv.; "''4*, received from t-.e office of i.r. 3nrton, tne latter two of 
c; r.e fron Lisbon and t/.e first frors London. The wax seals ap- 
% ;ftnr to . -eve ‘.teer. re ..aired by an injure ssion from plaster of Paris rather 
thru fron c metal seal. One remaining seal on the envelope fron Lon- 
do:; '-as in better condition. The outer seals on the ends of the flans 
- ere rrohen off as .'•/a been found * 1 th other seals in a eiailar place. 

It so nears to he useless to out seals at t-iese 'olaces. 

\ 

The envelopes from, .Lisbon are bound *-'i th scotch tape. They 
F-upare.'tlo "ere not tamer-nroofed , for nhich reason they could easily 
have been opened and resealed. There is no evidence to confirm tbr.t 
this .;es been done, ■ side from the condition of the wax seals. 

Similarly, tne taener-nroof ed envelope from London is messy 
X in pproearpnce ;v.ic fere '.as been some splitting of the fibre of the 
X nrner on one of the seams. The tarr; er-or o of i ng evidently consisted of 
. saving additional ylne ulus the "une of forms! de cycle , end the outside 
bears tue of the ironing of the additional glue and of handling; 

all of "V.icl; ::ay have com froir. fie tanner- proofing operation, I 

He spec tf ‘'illy. 
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An examination wee made of Registered Envelope #90 C4. from 
London. This envelope has three wax seals. The two on the outer edges 
of the flaps being broken probably through handling. The remaining 
seal on the center flap is in good condition. The flaps have been pro- 
cessed and additional glue and the marks of the iron are apparent; all 
of which apparently came in the preparation of the envelope. There ap- 
pears m.b.e no evidence ol.^ammering. ~~~~ 

A similar observation may be made of Envelope Registered 
#9084 from London. This has a strip of vide rnanila paper laid over the 
v ' upper flap and glued down by the use of formaldehyde. Evidently, this 
- “ was not properly done as it was possible to pull up this paper without 
I tearing. 






'V. 


A similar statement may be made of Envelope Registered #9085 
1 from London which has a strip of rnanila paper over the upper flap on the' 
outside and under the one seal. This strip appears to tear when an at- 
tempt is made to remove it. It is believed, however, that it should be 
placed on the inside as indicated in a suggestion in another memorandum. 


\ 

N) 


These two envelopes are transmitted herewith in order that 
they may be returned to London. The object in this is for the person 
vhqprepared the envelopes to examine the seals to see if they can remem- 
ber whether they are in the same condition as when mailed. The remainder 

( 
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'MORANDUM FOR MR. 


Re :y^andling opiate Department 

Pouches in Transatlantic Flight 
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The purpose of this memorandum is to set out the information?.., which 
c ame t o the .writer's attention while as signed^ to London in j*i undercover capacity 
concerning the^iiandling ~olflH ploij^tlc po uches! The writer made both the trip to 
and from” Eriglan3''l>y "air,’’ having *f lown '^Eo*^ng land by American Export Airlines and 
returned by Pan American Airlines. A courier with State Department pouches was 
aboard on each of these trips and the information in this memorandum is a result 
of observation on those trips as well as at the American Embassy in London. 

I have been uold that the regular State Department employees carry 
the pouches in the We stem Hemisphere, but that United States Marines who can 
carry guns pose as State Department employees in civilian clothes and carry the 
pouches in transatlantic service, I have heard rumors that some of this is 
handled by the United States Army, but as to this I am not certain. 

There are usually several pouches on any given flight. The courier 
carries one pouch along with him and has this bag either in his hands or near 
him at all times and carries it with him when he leaves the plane. It is my 
impression that the pouch which the courier carries contains the airgrams and 
other highly confidential material. The other pouches are apparently carried 
with the other baggage out of sight of the courier and regular passengers, ' 

• "T-vr ±~ <■ 

When there is an overflight lay-over of the jplan^I&t aSyrpIace fT'a 
transfer from plane to plane or plane to train, the courier is met by a member 
of the United States armed services, or, in neutral couritriM^{^:ug|, a^jjreland 
and Portugal, by an officer of the American Embassy, Tind the pouches are kept 
either under military guard or at the Embassy during this lay-over. It is my 
impression that the pouches, other than the one that the courier carries, stay 
on board the plane when there is a short lay-over of three or four hours foi^ 
refueling purposes,’ as there frequently is on the Pwr AmericAh' southern’ or 
winter route. What happen s to the pouches other than the one the courier 
carries at British ports such as Bermuda and Port of Spain, Trinidad,' is not. 
known. It is possible that there may be carelessness in handling them at one 
of these places, but it would seem that the pouches other than the one the 
courier carries^ in ^, 0 sost accessible to the British while they are in 

Fie- MlCfe ' 


^ijHlftjjander to facilitate explanation, the flight stops on 


51 


jrips made by me are set out hereafter. 


( HT f O lHW ffl W gWDhA.'n ' Pin! t& t **m * 





Memorandum for Mr. L&dd 



The trip to England was mad© by American Export Airlines which i’lew 

from Hew York City t o Bermuda and then after an jove rni fiht lay-over flew non-st op 

to gflyafeay, Xc& l a ttd. From ''oy^s the '"regulTr’^^ by motorbus to 

Limerick, Ireland, where a British Overseas Airways Corporation plane was taken 
to Bristol, England. At Bristol a special train was boarded which took the 
passengers to London. 

The return to the United States was made via pan American Airways as 
follows* special train from London Airways House to Poole, England; BOAC 
flying boat from Poole to Foyens, Ireland, where a pan American Clipper was 
boarded for the flight from Foyens to Lisbon to Dakar, French Tfest Africa, to 
Natal, Belem, Trinidad, Puerto Rico, Bermuda, and Hew York City. 

If Bureau mil were in the pouches not in the courier's hands en rouue 

to England, it is pointed out that such mail was on board a British plane for 

several hours between Limerick, Ireland, and Bristol, England and that for several 
hours thereafter it was on board a special train between Bristol and London. 
Similarly, if Bureau mail was placed in a pouch other than that carried by the 
courier when being sent to America, it traveled unguarded for approximately two 
and one -half hours from London to Poole on a British special train and then on 
BOAC plane from Poole to Foyens for approximately three hours. The rest of the 
trip it was on board United States planes and, as I havo pointed out, it is not 
known what protection is given the pouch at British control ports along the 
route . 


Pouches are stored in the ’’strong room” in London while awaiting 
shipment or when they arrive at odd hours at the Embassy. The Embassy is under 
military guard and it seems unlikely that the sealed pouches are tampered with. 


Agent A. M. Thurs ton lias discussed with me sev eral times the presence 
of British subjects in th^ feaTl room i n the London Fmbaasv whe ra Bureau sealed 
envelopes are handled' to be placed in the pouch. 

My movements as a clerk in the Embassy were quite limited and I was 
able to see little of the mail room. As I have pointed out in the general 
memorandum on my assignment, it is believed that there is a general laxness 
on the part of the officers around the Embassy in safeguarding confidential code 
information so that it will not get into British hands. At the present time 
the mail room is under different supervision than the code rooms and it is not 
known what security precautions are taken to guard the mil, but it is doubtful 
if the mail room is as security conscious as the code room. It is pointed out 
that while it would not have been easy to have pilfered code material from the 
code room because it was checked daily, much is left to the integrity of indi- 
viduals working in either a code room or a mail room. 



1 1» % tan v**a, 


Respectfully submitted, 
Jlenn H. Bethel 
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December 6* 1943 



CAAsCHM 


Mr. To Ison __ 

Mr.’ E. A. Taram__ 

Mr . C 1 egg 

Vr . Coffey / 

Mr}. Olavin_ 

r. Ladd \r 

Mr. Nichols 

Mr. Rospu 

M r . T r a c y _______ 

Mr . Ac trs 

M r . C <u' s o n 

Mr. Harbo 

M r . He ml on 

M r . Murnford___ 

Mr . Stit rko _____ 

Mr , Quinn T amm_ 
Tele. . Room_ 

The attached envelope from Mr. Thurston In London, #72425* r xease 
Registered #8834, was examined. Evidence of tampering was found. Miss Be#h ~ 

The envelope is transmitted herewith. 

Respectfully, 
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RE: TAMPERING DIPLOMATIC 
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Attachment 



ADDENDUM: (CAAjcha 12A1/43) The seal appears 

and shaped filling in a tear in the paper and 

■jof the flaps tinder the edge. It is possible to open the flaps which 




en opened and, fesealed with paste, 
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Uniteft States department of jluatice 
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MEMORANDUM LABOBATORY REPORT 


Re: diplomatic Pouch Kail 
Cuba - Administrative 
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Mr. Clegg^ 

HJx., Qtiffey 
.Mf-i Ol.a vin 
Ladd 
Ni Chois 
Rosen 
Tracy, 
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Mr. Starke 
Mr. Quinn Tamm. 

Tele. Room_ , 

Mr. Nease 

Miss Beahm 

Miss Gandy , 



Reference is made to the letter from the Office of the 
Legal attache, Kaban&» Cuba, dated. liovember 27, 1943, with which was 
submitted the evidence listed below; 

$57 Envelope addressed to "hr. Horton H. Telford, 5h® ^Ameri- 
can Ecbeasy, Hava na, Cuba" return address "Post Office Box 
c!98. Apex Station, 813 Market Space , b.W. , Washington, 

D. C." Personal and Confidential Via Diplomatic Air Pouch 
Official., bearing the number 59899 Registered. 

Q,58 Envelope addressed to 11 Mr . Horton 3. 1'elford, The American 
Embassy, Havana, Cuba" return address "Post Office Box 
6198, An ex Station, 513 Market Space, IT. W. , Washington, 

D. C," Personal and Confidential Diplomatic Air Pouch Of- 
ficial., bearing the number 59 826 Registered* 

An examination was made of the envelopes and the conclusion 
reached that they were opened and re sealed. The paper of the flaps is 
wrinkled, smeared with adhesive and uneven adhesive has been added under 
the flaps. 



w 
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In this connection, as previously suggested, it nay be desired 
to submit such envelopes for tapper-proofing before they mailed from 
“- e s «*“* 
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FEDERAL BUREAU OF INVESTIGATION ^ 
UNITED STATES DEPARTMENT OF JUSTICE 


Laboratory Work Sheet 


Re; DIPLOMATIC POUCH MIL 
Cuba - Administrative 


File # 64-4524 
Lab. # D-9573 


Examination requested by: Office of the Legal Attache, Babana, Cuba 

Date of reference communication. Letter 11—27-43 Date received; 12-4-43 

Examination requested: Document 

Result of Examination: Examination by: 

i!?£> 

*iSA 


Appel 








Q57 Env add to "Mr, Horton L. Telfof-d, The American Embassy, Havana, Cuba" 

return address "Poat Office Box bl98. Apex Station, 813 Market Space, N, Yi , , 
Washington, D, C," Personal and Confidential Via diplomatic Air Pouch Official., 
bearing the number 59899 REGISTERED, 

Q58 Env add to "Mr. Horton It, Telford, The American Embassy, Havana, Cuba" 
return add "Post Office Box 6198, Apex Station, 813 Market Space, ii. W. , 
Washington, D. C." Personal and Confidential Via Diplomatic Air Pouch Official,, 
bearing the number 59826 REGISTERED. 
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OFFICE OF THE LEGAL ATTACHE 


EMBASSY OF THE 
UNITED STATES OF AMERICA 

HASANA, CUBA 

November 27, 1?43 
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Director 

Federal Bureau of Investigation 
Washington, D. C. 


.DIPLOMATIC POUCH MIL 
Cuba - Administrative 


Dear Sir: 


Reference is made to our letter to the 
Bureau dated November 20, 1943, with which was 
enclosed an envelope returned for examination at 
the Bureau. 

There are enclosed herewith two 
additional envelopes which appear to have been 
tampered with subsequent to their leaving the 
Bureau, It is requested that the appropriate 
examination be made of these envelopes to see If 
they have been opened and resealed subsequent to 
their leaving the Bureau and prior to our receipt 
thereof. 


HRT : HGJ 
Enclosure 


Very truly yours, 

H. R. TELFORD 
Acting Legal Attache 

CON?. IS?!* S. I. s. 
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DIRECTOR 
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IfcftcrnI (Bureau of Inuratirjntioii 
Hiiitrfc f’tati's Department of ifUBtirc 
ITlaalitupton, D. <ff. 

November 2 '?V>’ 1>43 
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Tarpcrinp; wit >'/ -ipluEjfti <?. 
Corresuondence from London. 


Mr, JE.A, Tamm. 
Mr. Cle t 
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Mr. La 
Mr.'Mc^ol 
Mr. Rosen 
Mr. Tracy 
Mr. Caraon 
Mr. Coffey 

Mr . fiend oa 

Mr. Kramer_ 
Mr. McGuire 
Mr. Harbo 


'The attached onvclo-e wnr. received from “-r. Burt' f 'n 

;nd your attention is incited to the fact that it ’«as opened in 
exactly the same way ftfe the tuc, previous env- lopes forwarder! to 
you today, ^hir; netted of opening an envelope, I believe to he 
cue tc the inability of the tneperor to use steam or other solvent 
to loosen the termer oroc.'fsd Means which apparently were prepared 
acf;<ird5 "v; to instructions ex cent for the smeary appearance. Asain 
it Ec.fr-.r. that a ahum knife vus inserted .rust beyond the sef-~ end 
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t’iiis work is clear!" suo.ni on tuo attached" exafCOXs, 4nd roa, -arrows" 
jaCiV>y boon laced t,o indicate .,.i»re t.io^ cliwwi'oring as nocaceable : 
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. J. Cl- ■ i U ii'iS "'J J -0 1 i ( ^ -h. 1 *"!. L> OOliliJi L^-dJ XOd* til •*- -L'P. • 

a t iihs been r--c;u.'. ored up,. the arrows point to the over- 
lapping of the paper at the ti.uo or toe ru/-cha:.tferiu;i. i’o 
illustrate ho., the removal is aceoii.pliapea ..e have inserted 
a piece ox cardboard wiiicj, snows nov» two cat is aiade and 
por.-dts entry underneath and without disturbing our 
specially glued flap. 

,;2 - an., j.. to ..asaington via Ji:>lo;-u.tt.Lc .Lir Courier r ouch 


• \,'-J _L . - L V- - 

U.ll 1 e s t'ii ■' • ■ n't io . <.. 1 . j<t L / 1 * ^L' I •»«!<« 


uUcj Or to. 


1 ..or flap by suilli'all;;' cut tin- .Vast along the edge. The 
cat n.4.0 re;>..j..rea 1 ^ Cii.r.r e,r _.j aia tnc 3 .uuj.. 1. ui r o.. s 1 n au "■- 
cute tuu overlap of trie paper viiierc the cnajj'i’oriu.- jus 

;>Cl j . . L } ) J. ,L c> i ,’aJ d< 4 
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i .U SaC u-a a J.U .. Li LilJ .U; . J-. 0 L ..'OloX — J- Oi i... tua J Ui_ .: niloro 

it bisects the U'.-oor iluo. 


„-vj - Lisooji to ..as..i;iptoiu via ni.dj-ax.lc ;»ir Jourier much 
_ a- pis try ./177? 

on c .,llj envelope our Lajpoer jroox -JU. iC s a VC . . U S net use a 
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.Velooo. O find no c- ..nr! of Lr. ur-‘i n-- nut. n.'-ornt. 
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it* i • A* Hull 

hi : Tempering «ic Opening of Bureau 

Correspondence, 

London-4 . ashington 
Li sbon-i . « shington 


As a resalt of Laboratory otudiea of envelopes wc«iwd 
from Thurston in London and rlinn in Lisbon, we have coa» to the conclusion: 

1. Ti»t our correspondence between London and .ashington is vary 
definitely being opened in a vary a willful manner. The fact 
that it la probably accessible to tau British aorouto and the 
fact that the tampering is done with the V^ry idghest of s.d.11 
in chiuofaring, which skill to our knowledge only the British 
have attained, suggests t .at this opening is being done by the 
British. 

2 . e suapect thr-t Bureau envelopes between Liu boo and ..aahingtoa 
are being opened but are not yet able to definitely establish 
this for the reason that special tamperproof adhesive which has 
been recoaaended by the Laboratory has not yet been put in use 
on the Lisboa-,. aahington route. 

This opening on the London-* Washington route is being accomplished 
especially skillful mnn^r. The tamperproof adhesive which Thurston 
c is . wXatf "precludes a steaming op^n of the envelope flaps. To overcoat* this 
^yjobloa the unknown subjects nave resorted to the procedure of skillfully 
n ^ 4 ^ 1 ng'"right through the paper with a 3fiarp knife closely along the edge of 
a ,cjf^ tt x'Iap7 *nd, where necessary, through the wax seal. The correspondence can 
i t^on "BenTbaovad through this opening. After it has been returned the slit 
~ ^ycry-'nxillf ally chamfered and when properly done this ohaafering is 
' accoapiisned just under or exactly at the normal sea® of the flap so t at it 
4 V ouitr-eacape detection except by a scientific scrutiny. The work is unusually 
* W&Hkm, 

fir eon __ 

‘h.roo — _ — j ilia wopic j_ B cXejuriy shown on the attached exhibits, and red arrows 
tutwitfR nave boon placed to indicate whore the clumf wring is noticeable: 

H < Q a i r e 

W uw;, ford 

f’ i r 

Qsim Tucarn^. 

N 



Memo Tor Mr* 1 * A* Tam 


Exhibit #1 « loadw to tt’aahington via Diplomatic Air Courier Pouch 
Registry #3672 

A cut haa been mde along the left »«aa of the lover flap. 
It haa bean re-cftaafared and the arnj»« point to the over- 
lapping of the paper at the ti m of the re-chanfering. To 
Illustrate hoe the removal is aecoapliahed we have Inserted 
a piece of cardboard which shows how the cut Is made and 
permits entry underneath and without disturbing our 
specially glued flap* 

Exhibit #2 - London to .ashington via Diplomatic Air Courier Pouch 
itegis try #3460 

Again the entry was made along the Xefthand side of the 
ljwer flap by skillfully cutting just along the edge* The 
cut was repel red by chamfering and the snail arrows indie 
cate the overlap of the paper where the chaffering was 
accomplished. 


Exhibit #3 - London to Aashiagton via Diplomatic Air Courier Pouch 
Registry #3468 

Again the entry is aado by cutting along the Xefthand 
side of the lower flap, and evidence of the chamfering 
can be seen a* indicated by the arrows, particularly 
noticeable at the highest point along the flap where 
it bisects the upper flap* 

Exhibit ,fU • Lisboa to Washington via Diplomatic Air Courier Poach 
Registry #2777 

Jrt t is envelope our tamperproof adhesive was not used 
and «e cannot be certain that the sane was opened* 

However, the wax seal art the Xefthand side of the back 
of toe envelope apjjeara to us to have been opened and 
re-sealed* 

Exhibit 05 - Lisbon to Aaahimgtan via Diplomatic Air Courier .ouch 
Registry #2851 

Again our tamperproof adhesive la not used on this 
envelop#* ,t# find no signs of tampering but carnet 
state with certainty whether or not it ha* been 
opened* 


Respectfully, 


R. P* Qoffey 
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Nwvemker 19 , 1943 
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Reference is made to an envelope containing confidential 
material from Mr. Arthur M. Thurston, Legal Attache, American 
Embassy, London, England, mailed to the Director via Diplomatic 
Air Courier Pouch bearing registry #8389 and serial #68827 which was 
submitted to the Laboratory for examination. 

For the information of Mr. Burton of the Security Division, 
this envelope was examined and it was found that some of the fibers 
to which the glue was attached had been disturbed prior to the opening 
in the Laboratory. This may have been accomplished by our own 
representatives while carelessly opening the seams prior to the addition 
of the additional chemicals in the tamper-proofing process. Once the 
fibers are disturbed, it is not possible to determine by whom this was 
done. 

In addition, it was noted that certain markings appeared on the 
outside of the envelope which were probably caused by the use of an iron. 
Furthermore, the sealing wax seals appearing at two corners of the envelope 
were completely destroyed. It is quite logical that these seals may 
have been destroyed through normal handling. 

This envelope, listed in the Laboratory as specimen Q53, is 
being retained in the files of the Laboratory. 


Respectfully, 


C* A. Appel 


<£5.. 


i 

\ 


NOV 


/ 


/ 

1943 


10 


& 


X If \ 


\ Addendum: We are, however, unable to reach a definite conclusion as to 

* ■ \ whether the envelopes were tampered with and tae reasons fckr-flot'-irea 
. „ rT . * T F T c other are set , forth aoov: 
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November 19, 1943 
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Reference is made to a routing slip from Mr. 0. C. Burton 
of the Security Division dated November 3, 1943 with which he 
transmitted an envelope containing confidential material from 
Mr. Thurston in London to the Director via Diplomatic Air Courier 
Pouch bearing registry #8130 and serial #68596 for examination in 
the Laboratory. 

An examination of the seams of this envelope disclosed that some 
of the fibers had been disturbed. This could have been done either as 
a result of tampering by someone or by our own representatives while 
in the process of opening the seams to make them tamper-proof. The 
envelope also contained certain stains which may be caused by the 
improper application of the tamper-proof process. 

The envelope, listed in the Laboratory as specimen Q55, is being 
retained in the files of the Laboratory. 

Respectfully, 




C. A. Appel 
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/ / 


Addendum: Vie are, however, unable to reach a definite conclusion as to 

whether the envelopes were tampered with and the reasons for not reaching 
a conclusion one way or the other are set forth above. 
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Administrative 
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Reference is made to a routing slip from Mr, George C. Mi?* Garni} 

Burton of the Security Division dated November 13, 1943 -with , 

■which he transmitted an envelope containing confidential material ~ 7% , 

from Mr. Thurston at London bearing registry #8563 and serial #69633 (r*W 
for examination in the Laboratory. r7 v 

Examination of the envelope disclosed that certain fibers were f 
disturbed along the seams of the envelope. This may have been ^ ' 

accomplished during the tamper-proofing process in which the seams 
may have been opened without exercising the proper precautions. The 
sealing wax seals were also examined but no evidence of tampering could 
be found. 

The seams of thl 3 envelope also showed other stains which were 
apparently brought about by our own representative during the application 
of the tamper-proofing process. 

The envelope referred to above, specimen Q54* is being retained in 
the files of the Laboratory. 

Respectfully, 


; .*V ft 


C. A. Appel 


Addendum: Vie are, however, unaole to reach a definite conclusion as to' 

whether the envelopes were tampered with and the reasons for not reaching 
a conclusion one way or the otner are set forth above. 
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Reference is node to the evidence listed yeicwr which v;as 
sul mil t tod to the laboratory for exaslnatixo:;. 


<-v • 


•il< .envelope bearin'* he-:istry lumbar l<f v, addressed to 
"Hon. John dd-ar hoover, -dr ctor, . cderal - ;reau of 
Investigation, United States Der.ai-tr.ant of Justice, 
daofington, b, b." and j.urfod "Via j curler Pouch" 

35 -nvelope addressed to "Director, federal -urasu of 

Investigation, -.asuin ton, and Gearing the 

feriatry Number 2bt3. 

36 envelope addressed to "Director, federal -ui-eau of 
Investigation, Washington, J, -V 1 s. .y searing the 

i jcistry lumber 2332. 

37- envelope addressed to "Director, -sdoral Bureau of 
Investigation, ncio .• iIL a 1 ■. ton, .... 1." and bearin' the 
Registry lumber 2<j‘>5» 


Qb envelope addressed to "Director, - ederal bureau of 
Investigation, ^oahincton, i. b." and bearing the 
he "is try Number 2361. 

Specimens Qit through Qd v;oro examined and no evidence of 
tanner' ng vras found. 



These specimens are 
Laboratory , 


y \ 

D E r L AS S X F I C AT I OH AUTHORITY DERIVED FROH: 
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Best Copy 



be In:- retained in the files of the 


/, / •' / / / 


fcfSUQ KT>FX 



MftY 6 1944 . 




JlUiXI 


iauS ON ORIGINAL - 


I 






Sfebpral SSumm of Inueattruiticm 
Mttiteft Status department nf Sfuattre 
HHaatiington, D„ €- 

bevenber lf\ , 1943 



On receipt of the attached letter and envelopes, 
they were subjected +-o an examination. It war cor eluded that 
the envelopes had been tampered with, Accordingly, this vras 
reported orally to Or. Cannon who stewed that he had advised 
hr. Thurston and !•>. r'linn telegraphically. 



Mr. ToJ,son_ 

Mr. E, A. Tamm 
Mr. Clegg__ 

Mr. Coffey_ 

Mr. GIavitv.> 

Mr. Ladd- V 
Mr. Niafcols^ 

Mr. Roaoa 

Mr. Traey__ 

Mr. A c o r s __ 

Mr. Carson 

Mr. Harbo 

Mr. Rendon 
Mr. Mumford_ 

Mr. Starke 


Mr. Quinn Tamm_ 

Tele. Kotm_ _ 

Mr. N'ea a e _______ 

Miss Beahm_ 

Miaa Gaijid, 

..L 


In order that evidence of this kind may be even more 
clear, efforts should he made to avoid the c’? stribution of excess 
glue in places other than the under aides cf the flaps. Further, 
since the apolicatjon of glue to the flaps in addition to that 
nut an by the manufacturer results in confusing an examination f-” 
tampering, it 3 s believed that this should he avoided. Ko doubt 
also in applying the additional glue the flaps are sometimes torn 
orient v, f lAcb nroduc^ 0 f-hc sr^.pr^nco of ’tsjiioGrj.n . 


Instead of the above: 3 1 is suggested that the glue be 
applied to additional pieces of paper which should be glued on 
the inside of the lower flaps thus leaving no «ntridc indication 
of cpecisl treatment. Then it would only h» necessary to seal the 
flap with extra glue. If this is to be applied over the older 
glue at the tine envelopes are submitted for examination, the 
Laboratory should be notified. It would bn tin acivsrtr. •« to use h 
niece nC pao rt r for the addition*? protection in cloning the TUps 
but th.i.s nay not he desi rah? c on account of the gmavont desire 
for the use nf wax seals, lax seals, as you, know, can be opened 
and restored. If turner-proofing is and led to the envelope, under 
no circumstances should the envelope be fanned after the ;?erl is 
awflied. After tanner-proof 1 ng •? f? annlied , ell envelopes sbv.ld 
he forwarded for a neriod . 


DU CM 
FBI \ 
DATS 
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4v 


T 


i. ..VI j 1 J. 


V.ov-yJ. or l , lyUj 


Director j 

i-aucral Bureau oi' Ir.veoti'-sbion , 

raj-dir-ton, 1. 


^ear Jlr: 


ATTACH J 


Uii 


.a: <»ir .ail ^ipioautic touches 

Administrative 


Reference is made to -hirsiiu 
19 hi ('••urea a file 6 JW- 52U-12h) capiio 
.ail", and to previous corresr.'onoancf 
the bureau in re ;ard to t.ie same subject 
Bureau cable Mo. dO oi August 10, 1Ru3» 


otter oi 'October 20, 
a ;1 diplomatic .dr 
ro:.i t.:is office and 
alter, including 


\ • 

*h 


X 


Since the bureau nus gone to tuo trouble oi send- 
ing- cor res ondence to this office in specially prepared 
envelopes, and since trie envelope discussed in bureau letter 
oi October 20, lS J ii3 was definitely opened by someone out-* 
z * de the bureau, there are bein'-; enclosed herewith all of 
the envelopes which have been received from the Bureau of 
tins office since September 7, 151.3 • .ilbhou.-h there has 
been no apparent tamperin' with these, it is believed that 
oerhans the Bureau would desire tosu. ject -theci to a labo- 
ratory exaainati on to male certain whether or not they show 
evidence of unauthorized openin' ;-c ; ‘ one has been care- 
fully slit on three sides, so as not to disturb the or! '-In- 
al sealin- in accordance with instr. ctionc nrovlously 
raceivvu iron the Bureau. 

In regard to envelope baarin • r: Retry number 
k'979o, discussed in Bureau reference lotver o.f ietobex- 10, 
1/1,3, the bureau is advised that fnvesti ration at tnis 
.nbaasy to date indicates teat it was h 
if not impossible that, that envelope -;a 
in this ifoassy before it reached L.ie i 


■'illy i morobaole . 
eneti by anyone 

a of t.,3 Le -al 


A 
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To director - II.;. 

he Air ail diplomatic r ouches 


. .r. 


ur; 


Secret ar: 


taxs 


jamuassy, act ;.no i or t..;a ■ . . a . a g . r * s i i ' ' ‘eaten tuaf xo 
:rl *ht oe prudent to nave t. .e •btate . epartuent ; .aii 
directed to this -uibassy laced in specie -..y prepared 
envelopes also, to chock the possibility their 
havin'- been tampered vn.th. i.'o dei'inii.c action has 
been taken by hr. -rev; on this natter to hate. 



A careful c.veck of the condition of envelopes 
nere from the bureau is be in ; continued by this 


Very 


your 


j 


-nciosures (IjG) 


hydo x. vlayton, 
L-.j'-al attache 


Best Copy 




.■‘KATOuT R. j 


It.c: Mr ..'ail Diplomatic Pouches 

Au./.inist rative 

The followin'* specimens were su-xatbed by ...r, Hyde T. 

Clayton, Legal Attache at Guatemala, on Octooar 1, 191j3 ? 

•21 envelope bearin'' Iispis try ho. h9i90 addressed to »:;r. Hyde 7. 

Clarion, x he American -nbassy, •.iuatsi.iala wity, '-‘uat.emala, return a hare 33 
>1 "Post office Box 6lyb Apex station, blj market Space, 11.7?., haa;:in-ton 

D. 0.% narked "FSLSPTAL eohilih :m.L VIA jIFUi. T C Ml PO’Jn." 

• 1 Q2 Accompanying fourth pa'-e of report, cor' -on cow, to "J. “-elwerth” arc. 

f si'*ned "J. •&. Hoover” * 

i 

The envelope was exafdnoc for t..e -,.r ose of cetenninir*. * 

^ if In i boon s-irropfritioualy opanou after fe-n; sealed, It *.;as c- -of. vied 

that after the envelope rr: _• lire! so it was oociru . >y inaort.'r." a blunt 
instrument under the ilap and pryin : tno fr.u loose, This resulted In cans' n • 
the paper to split. There rero several fol'P in the flap where the unlit :au 
too thin. Instead of attemptin': to repair f. -> dv.v:. -e, the flap -as fas cried 
corn v:ith Scotch i-ape. stains on the flan on two back of the envoion-- c-_ 

■•.urpl? color CO'1 .. have cone fm tho 0 C ....0 3 >..rce as the ink of the r . iutry 
sta.vo since the colors natca very voll. .he sc arc on the fir: under t.r? 

Scotch tape but of course these stains ceil nave been macs at a tine v ,ri b, r.i 

ro pi strati on stamp was oc.-np placed or. th-j f. nt, earlier tnaa tho tb.s v: .ee 

v. ' t.i»e flap was opened. If it be as S’ mod txu, t t..,cso stains arc of t..o fit: 0 . vie 

rep. strati m stamp, they ore evidence that tuo flan was opened after the ; 

resist rat “ on stamp was used since tuey arc placed on inc mutilated flap i-ndcr/t/ 
the scotch tape and it is reasonable to be J leva that tuc -Scotch tape vr.*s ;-i 
to noli the envelone together after it was da.:, a -ed h-ntoein'* torn ooen. . , 

EX - 35 twniwio* iCi" W/ :,-4./ /// 

Tlieao stains are trie onuy cvioer.ce as to thrr*t Ln e f ^ r M ew tna^kaKiwoiotf! ( * 
was opened and of course but lor teen it could nave .been possible for JLne 
sender of the envelope to have -or n ft open after sealiniylh. h nunc-cr of 

suggestions have been made that in all mail to ni stunt poviris Mke^tRis • 

advantage should be taken of t hornet od of sealin' an envelope with a special 
solution in the Document Section. In that way any uaaiceotal or careless 
closin' of the envelope by a bur riu employee ut the -cat of •jovcrrr.mt " 'old 
be eliminated; also it would be iw-osoible to open hie envelop #UUaAB nw 
; •» without causi.n- the type or oariwo tuat appears to *W9t on tnfs^* — *• QRj$jj| 

soecimen. To use the suggested wsifioo It is on y rece3Saiy to secure a 
PECiASSiisccaTi^H (APTg0fii«T^5i.Ei 1 Wl form t:ie *-oc*.v.tJut jcction or use Lei apes 
fbi jOTOHKpgg jFiCjy pi & rior.tal ..iUnwir t ;on send them to the 

pate 08 -a^ 20 iig n t wOC tion for tapper-proof ! n ■ vrhf.cn ’ 3 done in the Confidential 
fOtfd.net i or "nit. 


Best Copy 




D-6?26 


Cc t ob ere, lyh 3 


He: Air , ail -dplom&tic roue bus 

In regard to this natter an exambnati :n was uncle oi* 
the envelopes hut no evidence oi ta. .psrin : was found, but of 
course tils could have been done without detection since the 
envelopes were not specially nreparad . 

hs previously indicated, enveloped for delivery to these 
olaces should be filled and 3 3 axeu ,'n t .a us • al way and then delivered 
to ms or : iss Jones of the Confidential imagination Unit with the request 
that they be riven the special treatment Jsvalopsc by- the document -action, 
‘then this is done, if they are opened by any oi' the usual taicpoii nr ;;.otuo-..s. 
for paper mill split or tear arid this May be observed by the recipient, 
cor this purpose split the envelopes alon.- t .0 side and bottom so as to 
examine all the flaps both inside and out. Tf they appear to him to nave 
been opened, they should then be forwarded to the Laboratory as in tree 
present instance. Then if t us laboratory find ;.o evidence, it may be 
assumed that no taupe rinr lias occurred. 

Tulle the negative report on tue current specimens, ^2 and J, 
could Indicate teat no tampering occurred, this can not be positive in tr.c 
a soncc of the special treatment. 


/ f £~ 


Best Copy 
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file number Al — !,J 


October 20, 191-5 3 


a '" 


A ££<LyC^ 


F .Lb 0 AO. 


He: i/iplorc&vic idr .ail 

■'uate;:.ala - Administrative 


Dear bir; 


neference is made to your letter of October 1, 19ii3 re -ardinr; 
an envelope bearin'; rsristry numV.-er h97P 0 ’.vh'ch was received by you. on 
September 3^> 19ii 3 • 


You are advised this erveionc has bean examined by the OBI 
Laboratory and it has been determined that after the envelope was first 


sealed it was opened by insertin'- a to 
pry' nr the flan loose. It 


as, 


of 

il 

t 


unt 


:our?e 


3 

bn or 


was opened after its recoiri by tie Ltato 
subsequent to the affixinp of the work "re 
State Department. It Is suyrosted that t:. 

livened to the wron.^ person in the ^nbagsy at Guatemala Uity and op 
by mistake there. 


nstrumnt under the flap and 
not. bean possible to dstoitunc 
not trained that the envelope 
?, : -.rt.-onf , as it was openod 
•1st 2 rod", which is done in the 
envelope may have been do- 

>3 3 


It is desired that you briny any 
kind tc the attention of the oarcau iaaaodla 


are occurences of this 


very ^ruly yours, 







John .hi par Hoover 
director 





r 2 



.yori : 




.CAL ATTACH; 


3 ■'■k'jSY. 01 
•JATw iALA ( 
October 


1 

X J> 


"i%3 


director, 

federal bureau of Investigation, 
'.'.'asHin-’ton, 3. 


)jQ P\ 1' \i' * 


Ue: i.ir ...ail -4 plows tic Pouches 

ilviidstrative 


hoferenco is nat’.e to letter of IjoWfjer 13, 
1913 ant references contained therein in r •: -art bo the 
above captioned matter. 


-'OX’ OxV'3 !LT1 1 O^CQu.. OH Ox v/:C -'"J.x'lJ j,- ,1’0 j.3 

attuo^od hereto the envelope bearin'; rep' stiy To. 1)9? 91 
union v.-as received b; this office tarou.'h unaccompanied 
di plonr.ti o air :ouch on September yo t 1%.). 

Superficial exatiinat ton of the envelops in- 
dicates t.iat possibly it has l>een torn open and tnere- 
al’ter re-sealed with Scotch tape . Tug obvious tearing 
\ under the flap of the envelope tr-.-.a not Oono at tnis 
office. 


The contents of this envelops was one copy of 
a bureau letter regarding .uariy }. ilton Hardy, Subversive 
Activities - V, dated bentewber 23, 19li3 and aodressed 
to hr. J. C. lei worth at man Salvador. ^he letter stated 
ariorv: other thin -s that <»aray is worlcir.- for tie British. 


\ 


The letter was perforated by ar. extra set o staple .-aarhs 
near tie stacle which held its pa r os to'etbnr. nil, ached 
to the letter was an extra fourth pa e o ' t e rw’orl. 

This fourth pare is bein'; returned herewith. 






f ' 

enclosures 

E»EClA??SI!mkIIO!Sr AUTHORITY DEEIvro FROM: 
FBI AUTOMATIC B I CLASSIFICATION GUIDE 
DAT! 08-20-2010 



a*-* 



/ 

\ 

i 

t. 


s 



LEGATION OF THE ^ 7 ? 

UNITED STATES OF AMERICA 

Lis bon, Por tugal — 

“(Tc^b^erl, 1943 


Communication No.i'lO 



PF,RSQNA*rKKIi C7JWieU££JAL 
VIA DIPLOMATIC ^IR COURIER 
■E.0I1CU 


Mr. J. Edgar Hoover 

Federal Bureau of Investigation 

Washington, D.C. Attention Liaison Section 


Re: USE OF BRITISH COURIER 

POUCH, LONDON TO LISBON- 
LISBON TO LONDON. 

Dear Sir: 


Shortly after my arrival at Lisbon, I determined that 
the American Legation during the summer months did not have its 
own diplomatic air courier pouch service to London, England and 
return. Mr. George Frost Herman, Charge d T Affaires ad Interim, 
brought this to my attention stating that the British pouch is 
used. He commented that this was an undesirable situation and 
that the British might be getting into American dispatches. He 
stated, however, that he had no actual proof of this and, even 
if he did have, he would be reluctant to tame any action since 
'the British Minister, Lisbon had actually gone out of his way to 
keep the American Legation advised of developments. 


v : \ All routine and possibly some confidential dispatches 

^ to and. from London are sent by British pouch and only occasionally 
when something particularly confidential must be forwarded, is 
someone in the American Legation designated as a one-trip courier 
to take the dispatch through. This situation will not exist after 
/ October 15, 1943, when Pan-American ceases to use the northern / 1 . 

' A route, namely. New York, Botwood, Newf oundland, Foynes, Fire. 

| The regular courier from Washington to London will then come 
New York, Azores, Lisbon, London and can pick up here any dispatche 
4 2 $ or, London. / v 

v " ' ' ■- ' ,/ ’ - ,T " 

' While in London, I reviewed a large number of files 

maintained by Mr. Arthur II. Thurston, Legal Attache at 
, ooint end selected therefrom, copies of corresponhe; 

' were of interest to my assignment. In addit longed’ 
which I had f o rwardno t o_ £he Bureau from London 

*r rlles omatt" * 

an itemized list of which is attach 
*s office, via Diplomat! 


/ 


DAT ^-' C me by Mr. Thurston 
Registered: Personal a. 

T -‘. £+1 

' V 



vi.rd.ed 
Air Courier Pouch; 


fidential'.;"' , 

•Mi/ 
1 / 



wMmawr- nTHtVT 'V-y.-' 


. • 

ft 

1 

4 • 

J .Ed gar Hoover 
( Communication 

No. 10) 

-2- 

Lisbon, Portugal 

o/i/43 


Registry #177 was placed on the envelope by the American Embassy, 
London. The large manila envelope bearing this registry number 
is attached. It will be noted, that one piece of correspondence 
is still contained therein. This was not removed by me since 
it was so firmly pasted to the inside of the envelope that to 
remove it was thought undesirable if an adequate laboratory 
examination was to be made. This envelope and its contents 
arrived and was delivered to me on August 31, 1943, at the 
American Legation, Lisbon. I have initialed and dated the face 
of the envelope for identification purposes. 

In addition, I am enclosing a small white envelope 
received by me at Lisbon, Portugal, on September 3, 1943, via 
Diplomatic Air Courier Pouch, Registry #180, at London, England. 
This too was forwarded to me by Mr. Thurston. It will be noted 
that a second envelope is contained therein addressed to me and 
it was in this one that the communications were contained, an 
inventory of which is attached. I have also initialed and dated 
both of the small white envelopes for identification. 

There is also enclosed, a small manila envelope 
which was received by me on September 7, 1943, from London, 
England. This envelope bears London Registry #135 and con- 
tained one letter, namely. Communication 71, dated 8/31/43, 
sent to me from Mr. Arthur M. Thurston, re Helmuth Siegfried 
Goldschmidt, Espionage-G; a copy of which was forwarded to the 
Bureau. 


It is understood that all outside envelopes en- 
closed. were given the confidential tamper-proof treatment known 
to the Bureau prior to their forwarding by Mr. Thurston’s office. 

It is requested that the Technical Laboratory make 
an examination of these envelopes to determine whether they were 
opened prior to their slitting by the writer upon their receipt. 
It is desired that this examination be expedited, since the 
American Legation in Lisbon and the American Embassy in London 
continues to use the British pouch, which is very undesirable 
in the event the secrecy of this American correspondence is not 
being honored by the British. 

In the event that the Laboratory finds that either 
or both of these envelopes have been clandestinely opened, it is 
suggested that the State Department not be advised, until Mr. 
Thurston and myself have had the opportunity to make one or more 
test runs of correspondence, in order to determine whether this 
is a general practice. I have arranged for these test runs with 
Mr. Thurston, during his stay in Lisbon, and the Bureau will be 
furnished with additional envelopes as soon as available. In 





• N, 





J. Edgar Hoover 
Communication #10 



Lisbon, Portugal 
10/1/43 


the meanwhile, neither Mr. Thurston nor I, intend, to forward any 
communications, whatsoever, to each other, if it is necessary to 
use the British pouch. 


In the event, the Laboratory feels it undesirable 
in this instance to make the examination requested on the en- 
velopes enclosed without additional standards, it is suggested 
that the office of the Legal Attache, London, England be requested, 
to prepare a. number of envelopes in their usual manner and forward 
them to the Bureau, so that the proper comparison can be made. 


I have taken no steps to supply Mr. Thurston with 
a copy of this communication or suggest the forwarding of standards 
to the Bureau, since no adequate pouch facilities are available 
and, in view of the nature of this communication, it is not believed 
desirable to use the British Pouch. 


Very truly yours. 



D. A. Flinn 
Legal Attache 


DAFsBM 
Enc. 5 
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CONTENTS OF ENVELOPE BEARING 
LONDON REGISTRY ; : i77 


1. Expense account D.A. Flinn, period 7/1/43 to F/I5/43 

2. Mew- for file by John A. Cimpernan, Lonoon, England s/18/43, re 

Ostrich information regarding Charles Eastwood 

3 . Memo for file by John A. C imp e naan nonet on, England 8/18/43 -Ostrich 

Information re Joaquim Pereira 

4. Memo for file by o.A, Cimperman, bonuon, England, F/18/43, re 

Ostrich Information on Earl Benner 

5. Memo for file by i, A. Cimperman, London, England S/9/43 re 

Ostrich Information on Franzisco Roque Martinez 

6. Letter to director, communication #1232 uated 8/10/4-3, London, Eng. 

by A. M. Thurs ton-re Ostrich info "V -Many CC be sent to Lisbon 
and contact address Avenida boaquim Antonio De Aguiar, 35, -rd 
left.” 

7. Memo by J. A. Cimperman for the file, London, England, 8/2/43- 

Ostrich Info re Gilberto Calvao Carvalho 

8. Memo for file by J. A. Cim penman, London, England 8/2/43-0strich 

Information re Frl. Graas 

9. DLM-II- "Most Secret" "The German Technique of Triple-crossing" 

(5 page memo by J.M.A. Gwyer. 

10* Letter to Director, Communication 1! 1, from D.A. Flinn, Legal Attache, 
Lisbon, made at London 8/18/43 re Douglas Frank Spring hall 

11. Letter to Director, Communication 7 ;Z, by D.A. Flinn, Legal Attache, 

Lisbon, made at London, England 8/18/43 re Communist Party Courier 

System 

12. Letter to Director, Communication #3 by D.A. linn. Legal Attache, 

Lisbon, made at London, England, 8/19/43, re "sample Baggage 
Checks used in Trans-Atlantic Travel" 

13. Letter to Director, Communication r-4, by D.A. Flinn, Legal Attache, 

Lisbon, made at London, England, 8/19/43 re "Possession of 1 tate 
Department Code Book by German authorities in Tunisia". 

14. Letter to Director from Arthur M. Thurston, London, England, 3/1 5&-3 

re "Luson Popov alias Tricycle-Espionage-G. 

15. Letter to Director from A.M. Thurston, London, England, 4/26/43, 

Communication #693 , referring to communication 4303 attaching 
a list of current cover addresses of kl 15 Double Agents made 
available by J.M.A. Gwyer 

16. Letter to Director from A.M. Thurston, American Embassy, London 

4/21/43, Communication 9659, re Eogerio De Magalhaes Peixato Menzes, 
Espionage G and I. 

17. Letter to Director from A.M. Thurston, Lonuon, England 3/6/4 3, 

Communication #413, re list of hotels in Lisbon, Portugal with 
comments concerning each one as to reliability from a security 
standpoint. 

IF. Letter to Director from A.M. Thurston, London, England 7/19/4-3 

Communication #1067 re "German chipping and Naval Espionage in 
Portugal" . 

3.9. Letter to Director from A.M. Thurston, London, England, 7/27/43 

Communication ^1125-Bureau fixe 64-300G-A-371, re "Licherheltsu- 
ienst-German Secret service. 
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CONTENT; OF ENVELOPS SEARING nONuON REGISTRY ^1 77 


“ Ml 


.V 


'Ml 

4/¥4 

m 


20 , 

21. 

22 , 

23. 

24. 


Letter to Director from A.M„ Thurston, London, England, 6/2.1/43 
Communication # 965 re fiugene bostorlc - Pleiads, was 
Espionage G- Handling of Triple Agents. 

Official list of U.S. Federal Officers in London dated May 26,1943 
printed for distribution by American embassy in London 

Phrtostatic copy of dossier concerning "The Puppet-Koessier Case" 
by A.H. Robertson 

Photost-tic copy of dossier concerning "Interrogation of Fan to" 

Photostatic oopy of "Panto's Interrogation — Index of names" 


■ . -•* 


h 





4 & 

5 Pm 
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CONTENTS OF ENV.ETOPE BE£»NG 
LONDON REGI oTRY #180 




3. 


Memo by J.M.A. Gwyer re "The Ast. Hamburg Organization in Lisbon", 
Letter to Director from A. M. Thurston, nondon, England 8/26/43, 
Communication #1340, attaching list of names and. phrases with 
corresponding numbers from 75069 to 75293 to be used as a 
supplement to the Universal Trade Code. 

Letter from A. M* Thurston, London, England 8/24/43 to Director 
Communication #1326, re "R.O.Gerson, was., et al; Bspionage-G. n 


iM 


:*v> 


'M 



JOri'sI./ 


>, . . t ■■ :»v “■ ' n- • r,i 7*1 ;; m ». ti o 

2a .t* i* 1 J. . b 2-* 1 i -jU i- it 4. ZiO 

"• : f-1 - ' - • • -.1- r'-.r • t Tf, rp Y * 

J ...5, L .-.L i 1 j 'JA 1 iiiJ dflitfl 

Septenz-ter I j j 19b3 • 


Ut. rector, 

Fad era! bureau oi’ Investigation, 

• 0. '\i ; EiOn » — ' * ■ 


Let nir ail -ioiocatic roaches 


i-Qi'erence is nauo to past corr«3' cadence in 
t,.o above captioned .cat ter; viz. letter to tuo bureau 
dated at luateuaia blty on -.u ust 20, lido; •ureau 
cable bo. 00, dated Lu nst 30 , 1913; and letter to the 
oiroau -jivr.ed at -Jitatsuaia ’-dty on o.rri; caber U, 19u3. 

attached, ncrewith, are two envelopes ocarin : 
;.e ;i see red do. i|oT/o suiu i'-': -is to red ::o. io?'/!, respect- 
ively, recoivoo *roju the -ureau by t;.is allies on ~ep- 

J >’ —V, 1 V .... _.v , .. iZC'l . V,LV e '-J . Vi 0 - JZ ju - ( 1 i. i. fl LjiIU 

sides •: r: accordance th previous iurosa :j:struction.s. 

* or iw in' or. sat ; on ol tno *ec;inioaI Labora- 
tory, tna envoi op a bearin - l.oyi.stsred ho. LC'(?0 con- 
tained a cashier's cheek for illiam a. Assiiias attached 
to a cover letter. It was noted tuat the staple used 
to attac.ee tuese tv/o papers had apparently heen reaovea. 
b e chuck and cover letter booh bad holes ana aac.iine 
..arxs in a spot, apart Iron the one in which v«s staple 
was located wuen received. 


u: ; £,/ nrv IV 1 


..e, rhici attacneo v 
appeared to .vivo be i 


. ».i kJ ‘-..J X O V i 1 Cj 1 i 

insortsd by 


nan! since ^here vras no r.iark or a staolin : ^acnlne as 
. .vii * o f isn ..Lr* jj i ‘~j n "tj.iO ... j ■ j "c» stapxo v/a s su uacnocij s-ici 

3 : i \o £? 1- A3 s t*&njLA v/ib.o loosely avtaoueu "to ’6ju6 
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j>tt acred .cere to aro t’vo 



°?i“ <5 0j -' jTM laboratory report. 
Very ,r ly yours, 

vQt:ii „■/.;■ yar aoo ver 

bj rector 


( ,OPV 







* J ...i ^ l i, 

ITZn STAT.iS ik 


of I‘-VL^T"0AT1 jw 
0/ JioTiGii; 


Lab ora 1 017 He ori 


September 2J. 1^3 


Ice: Air fail Jiploaati c Pouches 


Pile #6jj-bS‘2l-lCj 

iju 0 p w'6 1 . ’1 


Anamination requested 'by: luatemaln lit; - , luatemala 

'Cei’orence: Letter y-ld-^3 

jxan’. nation requested: Joe ament AFroT. 

Specimens : 

Q 1 Cno manila envoi cro ( 9\ : ” x 12 " size) vita label attaches boar :>•; 

registered no. 

h :■:• t . 1.11 tat: : : 

toon examination of tie instant specimen no evidence v:as i'-rono 
indicating that the envelope aad been opened surreptitiously. 

The original evidence Is being retained in the files of the 
Laboratory, 


>. 

s 


FBI auto igtfSfiaMffa City , 1 0 / ■ ■ * . V' ^ 

pate os-aqrApio ra t ,, jy ' 4 - ** ^ ^ 
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"il ’ •£T‘Vl • ••.'7' ■'”> T ”* A rr-.r^i » ■■ 

vA* i v. h j. ~J il J- J. ii, i 

i- UiV»jC^ i -. ^ „ „ x’.V 

•:T-AT£ AIA CITY, hi A?..! ALA. 
September 10, 1913 


Director, 

P'aderal Bureau of Investigation, 
asuin "ton, D. o. 

He: Air ail Diplomatic pouches 


Dear Sir: 


reference is reads to letter to the 
Bureau, dated at ouatenala 3Lty ;n ..u/ust 20, 

1,913, and captioned an above- . ^fer-onco also 
is mace to bureau cable of Au.-ust 30, i;L3 in 
reply to reference letter, vi. ! . ch cgbl:: was 
numbered 30. 

Tn compliance v.a tii toe instiv.Cy.-ons in 
reference) Cable, there is enclosed, harar/lth, 
an envelope which. was used to forward ..-ureau. cor- 
respondence to Guatemala City, and welch appeal’s 
to have been tampered with. Tt 'z respectfully 
requested teat the Laboratory mole a mors complete 
examination of th'a envelope. 

As of possible assist- nee t-> ti.a labora- 
tory in its examination, this envelope was entered 
on State Department Invoice A -21 2 and was sent in 
Sac’.: “o. lJOli from uasnrn-ton, 0. on September 
Li, 1913. It did not travel by "iplomutic Courier, 
but rather in an Unaccompanied Air pouch. It was 
received by the -erican usihassy on September 7, 
1913, ^cuorcKnp to tho Jt. assy employe© :vao is 
charred with opening t. .e mail, the seals were in- 
tact. upon rsceint. 


PEri^glFlSTlW^fenMTY DERWIP FR0K: 
FBI fUTOimTIC DECLASSIFICATION L.UID 
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'-ery truly •. 

A 

T'^UPt }f® 

Hyde T. 'laytqjv V* 
le ra 1 At tac hsV ‘ ' ’ 


~L£ JL±- 'CL 
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August* 40, 


Director, 

Federal Bureau of Invest! pc lion, 
Washington, D. C. 


Re: Air M-.il Diplomatic Pouches 


De^r bir: 


Mr. Gerald n. Drev., Fir.'t secretary of tue 
United States Embassy in Gua+e.:;aia, recently dis- 
cussed v.ith tne Assist uni Legal .attach^, Mr. V. il.iia.in 
£. Assaus, the subject of United States Air Mail Dip- 
lomatic Douches, and the possibility that the Guate- 
malan Government may be opening such pouches. 


For the Bureau’s information. Air Mail 
Diplomatic Pouches formerly were received by the 


v 


United States Embassy here on tne night mail delivery 
However, for the last month, it ha$ teen noted that 
the. e pouches are arriving at i ;e Embassy between 
10:00 AM and 14:00 Noon. There has been no indica- 
tion that these pouches have icon tampered, v ith, tat 
the circumstance of their po. 1 silly l eing held over- 
night in the Guate.-.-lui Poet Off ice gives rise to 


he presumption 


A C*. fl 


+ 1 
W* 


\ey may l.u 


opened c 


Guatemalan authorities . 


Inasmuch as there pouches are within the 
lsrve mail sacks, it is icoor rifle for Pan-American 
Airways or other trusted source; to advise trie- Dab a, 
of the exact time of arrival of any p&rticuU; pouc 
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To: Director, 8.20.43 

Re: Diplomatic Pouches 


As Mr. Drew etc ted, trie changed schedule 
of arrival of diplomatic pouches may be due to toe 
fact that the pouch arrives on the Pan-American «ir- 
waya "Sun Bay"' Flight, vnicn reaches Guatemala at 
9:45 AM after overnighting in Mexico City; or they 
may arrive on the "Clipper” from hew Orleans, the 
schedule of which is, as yet, unsettled. 

It should be pointed out that practically 
all the snail received by this cilice arrives via air 
Mail Diplomatic Pouch, and examination of these 
pouches by the Guatemalan Government would, there- 
fore, be of vital in teres t to toe Bureau and this 
office. 

It was the suggestion of Mr. Drew, and the 
thought of the writer, t:uf the Bureau Laboratory 
may desire to prepare, specially treated envelopes 
for this office in order that it may be ascertained 
if these envelopes are being tampered v. ith by the 
Guatemalan Government. In the event that the Bureau 
consideres such a plan advisable, this office would , 
oi course, open the envelopes in any manner specified 
by the Laboratory and return *.11 envelopes to the 
Bureau via accompanied diplomatic pouch for examina- 
tion by the Laboratory. 

Mr. Drew has not advised the State Depart- 
ment of his suspicions, since there is no evidence to 
indicate that his suspicions re founded in fact. 

The Bureau is re-.;ue.tco to advise this off- 
ice by cable if time Laboratory v ill use specially 
treated envelopes l'or mail directed to this office. 

Very truly yours, 


For tae Le>. al attache 
, L. Assume, 

A s 5 i s iu n t ofi i , a 1 / ■ 1 1 a c n < ?, 

<c ~ 








is 


Rio de Jane i ro , -ran f 1 
Kay 26-th, l$k? 


Hear Sir »• 


Re : Knuelope Sent Via diplo- 

mat io Courier Received 
in Damaged Condition ; 
Brasil - Administrative 


Reference is made to Bureau letter dated 
May 22nd last regarding the above-entitled matter. 

For the information of the Bureau eighty 
nieces of mail were placed in the envelope addressed id' the 
Bureau by the Rio Office , 


7JB : FA l f 


Res nect fully s 

o 
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Lear Sir: 


Y«y 22, 19U3 


PERSONA AL 

VIA LTP& TIC AIR rOUCR 


Re 1 Envelope Stent Via Diplomatic 

Courier Received in Damaged Condition; 
Brasil Administrative 


. •» A large Manila envelope addressed to t. e Director, Federal 

i v ii ruai of Investigation, Washington, D* C«, and sent Via Courier, 

| x personal and Confidential, by yo.tr office was received at the Bureau 

1 5 V S \ u on May 1 19)43 » in a damaged condition, the entire loft side and a 

i / X portion of the upper and lower «c,,oa be ins torn* The following 

1 r»:uabora and staspe appeared on the envelope: 

i .. 1* lOlp," which was In hancwriting. 

>, 2. stamped n.raber, r, 26998. r ' 

3* A block stamp reading as follows: “Received in damped 

1 > condition - Dept, of State, .Vaeuington, D. C. (Pa. r* 

| ' \ 

Mr. Tolsoa._ „ Tue envelope is bein u submitted to the Technical Section, and 

Mr. E. A. -Laboratory has been requested to render an opinion as to whether 't 
Mr. Ci egg_jKB 3 ... intentionally or accidentally denied or torn. The contents con- 
Mr. Coffey_siatsd of eighty pieces of mil, and the latent date appearing on this 
Mr. Glavin mater ial is ./ay u, 19^3* 

Mr. La dd .. 

Mr. Nichols It is requested that on intiedUieip advise the Bureau as to 

Mr. Rosen tie n u .beru^-^qcos of mil that wore placed in the envelope b y o-j 
M r. xieoyp tiat'it W be determined whether any of f c^re8-o.<i«4nc.' 

Mr. **S? , ' \ pjp'u-uvrv-i- / '"Zyj y f, /X 


JTHOMtV MW® 'J™ m 


Mr. ttarbo . y [\ " \ 

Mr. Won .>9 *3$ Ct M \ 

Mr. - ansoairt WVS ZfJ E 

:i: 0 a \3 

Mr. NsasV_ 

Mis* Gandy l 


‘ .(\ftOp -a ,e ar .. over 

^pft '■v Wrector 
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TOOHY- 


-1. 


to 



Y- i L, 'f '/- jjy 

May 11. 1943 




PtHSOV^a^mhHJJ^STlAL 
yia cirmmatic aih pouch 


la raply rafer to 
711a Itutbar 64-33643 


SIS i 3Sfi 


M« DIPLOMATIC AIH MAIL POOCH #3623 
C^ITO, T5COADOH, HAJtCH 10, 1943 

Daar Sir; 

Hafaraaca It aada to tha raport of #190 datad March 
16, 1943, at Quito, Ecuador, is tha aboTa-oaptlonad aattar. 

Iha avidaaca traaraittad with tha ahora-aaat 1 oaad 
raport hat haaa axaalaad la tha faehaieal Laboratory, and tha 

m* * V.- *m »mU 4*^ I « tha ■ttonSut 
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CC-286 

PUESOHAl i^W^MNTlAL 
BY SPECIAL WSSSSN05E 


Date: 


To: 


Haaarabla Adolf A, 1« rl», Jr, 
Aatiataal Stmtuy of SkU 




Fro a: J. Edgar Hoover - Director, Federal Bureau of Investigation 

AUWD TAHP1IBXIO ¥171 ? I PUMA TIC All MAIL POUCH #3622 
Sudject; icbaom 

thar* turn tiuialtUd himltl a wmmmatem aaatalalaf lafawM- 
tlM ralaUv* la th» allo«oA luacrtai «tll tt^wwIU air sail 
bar 2628 raatirad at Qal to, laaaiar. aa *ar«b 10. 1*4*. aa* a 
aaltlaf farlb Dm raaalla af aa analaatlaa af Dm « w4ipi aoa lat— * la 
taid p«Mh bjr Dm laiaaa'a faofcalaal lalmtMf, 

<btt iafaraatiaa baa baaa raaatvaA 
tlal MttiM Ml baa baaa mmi* avatlabl* la lb» 

I waa dt er. 


; . ">> 

■ '**$' 
■. »wr***ir 

iipIS 




. * XtllllU Md OMfUMh 

dttNtitdk JNNfe £ 
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Tol *on _ m _ -- 

E A . T»iam_ 

Cl .at __ 

Gloria • - 

Laid ' 


» url 

Rosea' 
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S..c i iCK 
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Ca rae^._ 

Coff.jt 

H*n4oij u. 

Kram.f 
McGuir. 
Quinn T.tam 
N ( a a « 
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B»l ALLSOKP TAMPKRISO WITH DIPLOMATIC AIB KAIL POUCH #2522 
QUITO, ECUADOR 



Ob March 10, 1947, tha American Babas *y »t Quito, Ecuador, re- 
ceived diplomatic air nail poach #2 622, and according to outwrd *p- 
paaranoes tha pouch had apparently baan tampered vith an rout* or at 
Quito. Tha poach was a light, aaaJtl bag of th* usual air-anil variety 
and usually vai sealed vlth a twin* , load Mai. Tha poach vat brought 
to tha Embassy at Si 30 p.», by th* post office agent who meets tha 
Panagr* plana • for tha purpose of receiving tha air vail. Hit nan* it 
Hloy Padilla, and h* vat accompanied on thi* oeeatlon by Alfonto 
Tasqu*«, Panagr* Airport Manager. 

A% tha tlaa tha poach vat brought to tha Embassy, tha office 
of th* Legal Attache vat not a vara of th* situation until th* departure 
of Padilla and Tasquas and for that reason they vara not interviewed 
immediately upon tha delivery of the pouch, vhioh vat received by Mr. 
Claude Anthony Eoet, Third Secretary of the Habeas/. 


Immediately upon ascertaining that tha poach had evidently been 
tampered vlth. Hr. Sot* called upon the office of the Legal Attach# and 
an lined i ate survey of the contents of the pouch was aade. 'Sou* of the 
letters showed the possibility of having been opened, bat at the tine 
it could not definitely be stated if the letter* had been opened because 
of a lack of knowledge of th# conditions of the original sealing of th# 
envelopes, the quantity of voter used and the winner of their sealing. 


Mr, 
Mr . 
Mr . 
Mr , 
Mr. 
Mr. 
Mr. 
Mr. 

Mr. 

Mr. 

Mr. 

Mr. 


Attached hereto there is a llet of tha oontante of the pouch as 
furnished by Alfred T. Hester, Charge d "Affaires. This list thovs only 
the registered pieces of mall contained in th# pouch, th# other mall 
having bean sent loose, as it Is customary, and there is no record in the 
Toison *■***•7 ** Quito shoving the full contents of th# pouch 

E. A, ****• 

Mr, Boss stated that the po*.:' : 

0 ey —thsrt when ho took the pouch out of th" Ini 
G av ‘ n — mail for Quito, it vae noticed that th# twi 

L»dd — cut and retied. It vas brought to th# fUbaao^'friaoWately' after 
Nlcholi, -44-voa discovered in this condition and v#4 brought to th# Hahns sy In 
Rosen — th# exact condition la vhioh it vas taken <VW ! t^la*«»-v^t-^*kV~ flr.i 

Tfacy Bo** advleed that a telegram vas immediateljnffipatehod to Mr. Harold LI 

Carson idxiiaason, American Consul General in QuayUqui l. for the 

Harbo advising him of th# situation and causing arHttrrviTIgat ion to be conduc- 

Hendon ted in Guayaquil. Mr. Vaster also cabled Call, Colombia, requesting an 


r Zs^^hL 

• sta 

i*. ma^ifc bag containing the 
Ine'of th# . seal^jfmgyntly 



Mr. McGuire 


Mr. Mumford__ 

Mr. P i per m 

Mr. Quinn TammJ,*' 
Mr. Nease ' . 
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investigation to be conducted at that point, la view of th* fact that it 
was believed that th* International plane which carried the pouch fro* 
Balboa to Guayaquil had stopped overnight in Cali, one of the regular 
Atop* of that tu». 

Mr. G*orge Masefield, Operation* Manager at Panagra, in Quito, 
was interviewed on March 12, 1943, and it v« learned that Luco Aguirre, 
Panagra Dispatcher, had aleo been present when th* pouch va* discovered. 
Mansfield stated that Aguirre had told hi* the story as to what had hap- 
pened but that he, himself, was not present upon the arrival of tha plane 
carrying tb* peach in question. He said he was told that Padilla, the Post 
Office representative, discovered the damage to the bag almost immediate- 
ly when It was taken out of the large mall bag and that Padilla then 
called over the airport Manager, Alfonso Vasques, who was standing nearby 
and that the Dispatcher, Aguirre, was there and saw the condition of the 
pouch. Maesfteld oould give no further details and In the course of the 
conversation suggested that the Bureau representative at th* convenience 
of the company should go to the airport on the arrival of one of the daily 
flights fro* Guayaquil and see the Banner in which the mall was received, 
and question the person* who are known to have been present rdien the pouch 
in question was first dlscoversd. 


On March 16, 1943, this suggestion was carried out and it was ob- 
served that the Ball, along with other baggage, was loaded on a snail 
wagon and carried to the back of the Panagra office. There the baggage 
was separated fro* the nail by Penagra employees, and the nail was placed 
in a pile where the Dispatcher, Aguirre, sorted out the pieces that were 
•till in transit fro* those that were to remain in Quito. Padilla, Assist- 
ant Air Mall Superintendent for the Ecuadoran nail service, nests the 
plane dally, and it is his duty to gather up the Quito mall and piece it 
in a large bag for delivery to the poet office In downtown C&iito. There 
Mr To l son ar * * wcueber of pmrtonn who sestet In this job, sob* of who* are Panagra 
,/■ ° '^''-nnpluyeee, others text drivers of th* Chaves Agency, which does all the 

/ ' ' ' na$3?ng for the Panagra Company and anyone else who might be around. 


• Uo1 ley The responsibility for the mall rests in the hande of Padilla who 

Mr. Glavin^jjy^,, lt aB( j brings it down to the post offioe. All th* sorting and col- 
Mr - Ladd — leaking takes place in the open in tha rear of the Panagra building at th* 

Mr. Nichol aj fl rpO ft. 

Mr. Rosen 


Mr. Tracy Padilla was interviewed by * confidential «d reliable Informant 

Mr. Carson while he was gathering up the mail for delivery to th* post office, and 
Mr. Harbo he st ated that when he opened the large bag to cheek th* mail therein on 
Mr. Hendon March 10, 1943, the air mail pouch for the American Embassy was removed, 

Mr. MoGui rfSlnce it woe to be delivered on the way to the post office. It va* at that 
Mr. Mum fo rdf?** that the discovery va* mad* that the seal of the pouch had been broken 
Mr. piper and had been retied. He eaid that h# then called over Vasques and 

Mr. Quinn Taimn_ 


Mr. Nease_ 
Miss Gandy 
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showed It to hi* to evidence the foot that ho had found it in that condi- 
tion, mi that ho and Vasques brought the pouch to the Ihsbassy a« toon •• 
ho had finlahad his dutioo at th* airport. Padilla immediately turned 
tho pouch over to Hr. Pot a and explained tho tltuation to hi*. Padilla 
could not furnish information concerning tho manner in which tho nail 
pouch came down fro* Nlui And whether or not It hid boon contair.od In n 
sealed bag at far at Guayaquil. Bo oald tho pouch had arrived in Quito 
In a largo whit# bag containing othor a* 11 and that thio largo bag was not 
locked or toalod in any way, 

Mr. I«oo Agulrro was questioned concoraing hit knowledge of tho 
occur rone# , and ho affirmed tho infontatlon proriouoly received. He acid 
that it waa hit ballof that tho mail can e down fro* Miami in an open bag 
dootlnod for Hcuador, and that thla oould hare happonod anywhere along 
tho lino, poaulbly whom tho piano etayud overnight* It waa learned that 
tho Paaagra run cast atralght through fro* Balboa «no «A«e only abort 
atopa at Call and Guayaquil, at which lattor point the anil waa transferred 
from tho international run to tho shuttle piano fro* Guayaquil to Quito. 

It waa noticed that the pouch that caae in that day, March 16, 1943, cmw 
in an open, bag and waa merely put aside for delivery to the Sabaaey, Just 
aa Hr. Padilla atatad tho Intoroatod pouch had arrived. Mr. Agulrro said 
that the pouch that had boon tampered with ohm in the same manner. Tho 
only time that tho pouch In question waa not in transit was in Balboa, 
where tho baggage and paaeongert stayed overnight to transfer from the 
Clipper from Miami to Balboa to the Paaagra ran down tho 'fast coast of 
South America early the next morning. In other words, the poueh was in 
Balboa overnight oa the night of March 9, 19*13, and continued to Quito the 
following day, March 10, 1943, where it waa received at tho airport in Quito 
In a damaged condition. It waa learned from Guayaquil that the transfer 
from the international plane to the local plane took a little more than an 
hour and that for the moat part of this period the mall waa on board either 
Mr. Toison^jtiuLlBterttatioiml or the looal plane. 

Mr E. A. Tamm_ 

Mr. CingR It waa aasartaimad at Guayaquil that the international plant carry- 

Mr. Coffey, lag the pouch was in Cali -about fifteen minutes and that it waa tho belief 
Mr. Giavin of th e Paaagra agent thero that the mail waa carried in the rear compart- 

Mr, Ladd meat la tha tail of the ship, precluding any tampering with the mail by craw 

Mr. Niehuis. ■•**?** of the plana. 

Mr. Rosen 

M r . Tracy According to the information furnished by Mr. Viuiamcen of Ouaya- 

Mr. Carson H®11, the pouch In question came from Miami to Quito In tho general "blue" 
Mr. Harbo TraQTvhieh carrio e a seal. This la not confirmed by information developed 
Mr h d — Htrtfettito which indioatas that the pouch came In an open white general bag 
y e “ ou -frc*i Guayaquil to Qalto, sod had it been in a gensral "blue" bag destined 
‘ ” f n '"/for-Quito from Miami, it would not here been removed until it had. reached 
r. um or Coming loose from Guayaquil tends to substantiate the belief that 

/' Plper — 14— came in aa open bag all the wey fro* Miami. 

Mr. Quinn Tamm_ 

Mr. Nease_ 

Miss Gandy__ 
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The investigation conducted at Quito and Guayaquil does not Indi- 
cate that the poach was taspered with in Ecuador. Investigation at Quaya- 
qn.ll indicated that the plane car tying the pouch arrived at Guayaquil 
•oaevhat late or at approxiaately 12:15 p.a. The local ehuttla plana had 
already arrived at Guayaquil at 111 84 a. a. and left Quito at 1:2? p.a., 
euhee quant to awaiting oonneetion with the northbound international plane. 
The nail for Quito froa the United State* was transferred alaoet directly 
froa the incoming Southbound plane to the local plane for Quito which, 
ae stated, was already on hand. The aall for Qnito was not brought into 
the airbase building at Guayaquil, but was cheeked on the platfora and 
loaded within a period of not acre than five ainutes directly onto the 
•battle plan for Quito. 


Upon receipt of the information concerning the alleged tampering 
of the poueh, investigation was laaediately conducted at Call, Coloabia, 
on Maroh 11, 1943. Hr. John C. Stoddard, Manager of the Corporacion 
Marltlaa Coloahiana, which corporation serves ae agents for Panagra Air 
Lines in Call, was laaediately contacted, at which tin* he furnished the 
following inf creation in writing! 


"This it to certify thet the southbound plane of March 10th opera- 
ted on delayed schedule having overnighted the previous night in Balboa 
and passing throuri* Call at about 9 a. a. The plane remained in Cell ap- 
proximately 16 ainutes. 


Mr . 
Mr . 
Mr . 
Mr. 
Mr . 
Mr. 
Mr. 
Mr. 
Mr . 
Mr. 
Mr. 
Mr. 
Mr. 
Mr. 
Mr . 


Tol sou 
E. A. 

Cl egg_ 
Coffey. 
Glavjn 
Lftdd 
Nichols 
Roaen_ 

Tracy 

Carson 

Harbo 

Hendon 

McCui re_ 
Mumf ord_ 
Piper 


"All aall end cargo for Guayaquil and Quito were apparently loaded 
in the rear eapartaent of the plane, ae is the ouetoaary practice of 
Balboa whan the plane operates on delayed schedule. This compartment was 
not opened when the plane passed through Cali in transit, as all the bag- 
gage, cargo, and aall destined for Cell were located in the front compart- 
ment. v* have no record of diplomatic nail being on the plane and destined 
TarSP" w# 'believe that this nail must have been in the rear coapart- 


aent of the plane. 


— — "The erew of this plane was the following: Caybiin Jardine, Co- 

pilot Benteen, Radio-Operator Frowe, Purser (froa Balboa to Cali) T. 
from Cali south - Bouillon. 


"We regret that w* cannot give any farther information at to the 
handling of the aall destined to Quito." 


Stoddard added further that he personally felt sure of the integri- 
ty. of the entire crew aboard the Southbound plane on March 10, 1947, and 


Mr. Quinn Tamm. 

Mi*. Nease 

Mias Gaudy 



5 


alto ht ptrtonally could roach for tho tuporritoro of tb* mall of Hl» 
company who art rotpontiblo for tho handling of tho mail at tho Call 
Airport. 


Enclosure 


Mr. Toison__ 

Mr. E. A. Tamm 

Mr. Clegg 

Mr. Coffey 

Mr. Glavin 

Mr. Ladd 

Mr. Nichols m 

Mr. Uo s en, 

Mr, Tracy 

Mr. Carson 

Mr. Harbo 

Mr . Hendon__ 

Mr. McGuire 

Mr. Mumftird 

Mr. Piper __ _ 

Mr . Quinn Tamm 

Mr, Nease 

Mias G and y 


AJTcesk 

5/XOA3 

61i-226U3 



till of ConteaU .af Air m» Pouch fafiga 


1* Registered Latter Vo, 11510 f or Military Attach* fro* War Department. 

2. Registered Latter Vo. 11572 for American teba.fy. 

3. Registered Latter Vo. 11568 for American ttbunjr. 

4. Department Airgriua Vo. A-299, March 8, 1943, 7; 30 p.a. 

5. Department Circular hirgrnn of March 6, 1943. 

6. Department Circular hi r gnus of March 8, 1943. 

7. Latter to Alfrad T. Vetter, Chart* 6' Affair** a.i. 

8. Letter to Alfred T. Vetter, Chart* d* Affaire* a.i. from Boat Lent. 

9. Letter to William L. Babur* from the Department. 

10. Latter to Dr. T. T. ford, Rubber Development Corp*, Quito, from 
Rubber Development Corp., Washington. 

11. Letter to Wal*rk V. Lowry from Bobber Development Corp., Washington. 
(2 tetter*) 


12 . 

13. 

14. 

Mr. Tulaon 
Mr, ft. A. TanCS* 
Mr. Clegg 
Mr. Coffey 
Mr. Olavin 
Mr. Ladd 
Mr. Nichols 

Mr. Rosen 

Mr . Tracy 
Mr. Carson 

Mr. Harbo 

Mr. Heudon 

Mr McGuire 

Mr. Mumford 

Mr. Piper 

Mr. Quinn Tamin_ 
Mr. Nease 
Miss Gandy_ 


L*tt#r to Bdvin R. Kinnear from Rxport-Import Bank, Washington. 

Letter to Rubber Development Corp., Quito, from Robber Dev. Co., Wash. 

Letter to David Tale from Department of Agriculture, Washington. 

Letter to Ameriosm Embassy from Dispatch Agent, Vow York. 

Letter to Samuel Milter, WV Representative, Quito, from BMW, Washington. 

Letter to American Ambassador ( Correspondence for Coordination Committed, 
letter Vo. 1-1007, March 5, 1943) from Coordinator of Inter-American 
Affaire. 

Snvelepe to American Legation, from Department, containing press re- 
leases Vos, 89, 91-94; Departmental Release Vo. 19. 


AJT: “Sk' 
5/10/43 
6*'. -22643 


Ml 


♦ •- ee l | 

Thi American Jonsulatg 
'5’wyaq'iil , 

to 6 
fo?c 

ALWffSD TAHPKRIHO WITH DIPLOMATIC All MAIL POUCH #2623 

tamo, hooador 


Report of tb# Teohnieal Laboratory of the Federal Bureau of Invea- 
tiffatlon, aettinff forth the raaulta of the examination of vorlou* enve- 
lape* oontainod la diplomatic air mall pouch #2622 received at Quito, 

1 candor, March 10, 1943. 

The firat eighteen of tho following specimen* ara envelope*, all 
of which have boon crponod. All alnatoon tpeoimen* aro Identified by a 
number corresponding: to tho Q nuabor, thia number bavin* boon elrolod 
in rod. 


Ql Hoyiatorad latter Ho. 11610 for Military Attache fro* bar Department. 

08 R**l« to rod latter Vo. 11672 for America* Rmbaaty. 

03 Registered latter Ho. 11668 far American Hnbaeay. 

04 Department ef State Airffram, #A-299 

06 Department of State airffram for the American Rubeesy. Quito. 

06 Department of State al ramie for the American Sabeeey, Quito. 

07 Letter to Alfred T. Heater, Charffe d 1 Affaire* a.i. 

QS Letter te Alfred t. Meeter, African Cherffe d* Affaire*. 

09 Stata Department letter te Mr. Will la* L. Sahara. 

010 Letter to Dr. T. 7. fOrd, lubber Development Corporation, o/o Ameri- 
oan Inhaeey, Quito, louador, 

011 Two lottore to Vnlkmr W. Lowry, Special Representative, lubber De- 
velepnent Oarporatiau, e/o American Hnbaeay, Oaite, louador. 

018 Latter te Id win R. Klnnear from txport-Iarport Rank of Vaahinffton. 

013 Latter ta Rubber Development Corporation, o/o American Legation, 

Quito, leuader, from Rubber Development Qovperation, Washington, D.C. 

014 Letter to David Tale, from Department of Affrloultsra. 

016 Letter to American Rabesey, Quit#, ftam Dispatch Agent, Hew fork. 

Mr. Toi a ou < * i * Matter te Semael Miller, R*w, Quito, from Rlw, Washington. 

Mr', e. a. "?RWn Loiter to American Anbaetador, Quito ( Corraepondonea for tlM Coord ina- 
Mr ciegE Siom Committee). 

‘ r . , 8 Department of State envelope to the American Leffation, Quito, louador. 

' - ’ ey -01H ®Uff, anal, ata. for Dapartmant af State Pouch *o. 2822. 

Mr. G lav in 


r ‘ £ — ■ Ybi m Ti att&ohtd t* th* iRtl. Q19, twin to havn *•«& out. It 

'r. .\ 1 1 ; li o l a not boon pateible to determine the type of inetrument need. Kelther 
Mr. Ro3«n_4m*..4t been possible to determine whether the out waa Intentional or aecl- 

Mr - Trao >'^Jlantal. 

Mr. Carson 


Mr. Harbo Rxaml nation of the envelope* revealed no evidence that they had been 

Mr. Hendon jKUPraptitiouely opened and reeealad, except that with reference to 010 a 
Mr. MeGuire nanll a envelop* addroeaad by etieker frank to Dr. 7, 7. 7ord, Senior Chami*t, 
Mr. Mum ford Rubber Development Corporation, there i* a question whether wrinklinff of 
Mr. Piper th e paper of the flap reunited from an exoes* of water at the time it wae 
Mr. Quinn T«mw_ 

Mr. Nease ' f* 

Miss Gandy J__ 



2 



originally sealed or subsequent tanporlng. 

Another snvolep* ihm* * similar but mob Xooaor wrinkling. Tho 
roswtndsr of all th* *irr*lop«s indicator that thoro la little effort to 
bo eortaln of the sealing at tho tin* they or* originally closed. Un- 
doubtedly noat of thm vara no intoned with sponge or roller aole toners 
with a surplus of wat or. If thara 1* too much water tho pressure of 
eloslng th* flap mat ha maintained for a longer period of tin* or ala* 
thoro la not enough adhesion to hold. The flap pulls up, la part at 
laaat, and thon th* glue Arlss bafor* my additional eloeing praaauro 
la applied. Bxtreae dryness of th* envelopes t*nd« to laeroas* thl* ef- 
faet, aad it is likely to b* aeempenied with watt la* of tha flap for 
•on* dlatano* around tho glue which wrinkle# tho paper, All of tho 
envelope# aro of tho usual type oaoountarad in work In tha U.S.A. 

It i« nppnrant from th* above that tho only eafety precautions with 
this nail aro tho load ••alia# of tha hair and tho labol "Diplomatic, • 

As it is a wsll known, «1 though eonfldantlal, fact that British Censor- 
shlp stations regularly uso surreptitious nsthods toward Diplomatic mil 
and ara * quipped to handle s*ala t this appaar# inadequate, Such a tan* 
paring would not hara rosnltad la apparont dlsturbaaoo of tha string or 
l*ad s*al« 

If suggestions to inerwasa th* safaty of this nail art dosirad, It 
Is presumed a request will bo nado. 

Amomg tho envelopes was observed o»» prlatod "Department of State, 
U.S.A." "Air hall." This had a vatermrfc "BWPIRX 80HD, 100* Bar Content." 
Za tha doslffn thoro was also a shield and wrlttoa phraoo "Cart* U. S.a. " 
Attontloa Is invited to this b* saute of tha possibility that this typo 
paper any bo used la oomaaloatlar with indiwi dual* in Latin Aaarloa and 
, , ia ths event it mmm into tho peeeeeelcm of ant i~A»« risen or subvarslva 

u' p " n v r -lt«diTl duals, tho uso of tho word could bo mieintarprated aaA 

. r ' ■' ; ' iMld bo usod as advarto propaganda, this oould bo eouplod with actual 
' r ' c C!l ’' K whispering propaganda campaign* of tho kinds ussd by Bast agents. In 
Mr. Coffey., America* especially thoy ar* distributing forgot printing in iaita- 

Mr. Olavir, Uoa of British publications. 

Mr, Ladd 

Mr. Nichols Tho papor mat toned above is awaufaoturod by tho Carew Manufacturing 

Mr. iu>3on. .Company, South Badloy falls, Massachusetts. On* hundred par eont rag pc- 
Mr. Tracy par usod la an envelope of this kind doos net add additional safety quail - 
Mr. Carsou tie s from tho stmd point of tampering. 

Mr. Harbo 

Mr. Hendon If * spoolal envelope Is doslrod for safety, tho bureau** Toohaleal 

Mr. McGui ^ Lab oratory ha* various products whiob had boon tested and tho Laboratory 
Mr. Mum ford would bo glad to meka known Its findings* 

Mr. P i Pe r__ 

Mr. Quinn Tamm_ 

Mr. Nease 
Misa Gandy _____ 
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J6HN LDGAR HOOVER 

* DIRECTOR 



GETsLTi: 

64-22643-1 

D-918 


CC-287 


IfriU'ral ftSumm of ittupafiiwituti 
llutfcft *tatcs Drjjartumit of 9«3tirr 
lllasfhinyfou, £1. <£. 

April 23, 1^43 


MEMORANDUM FOR 




Res AIR KAIL POUCH #2522, 

Ecuador — Subversive Activities , 


Reference is made to a letter from S.I.S. #160 dated 



Mr. T«l«on 

Mr. E. A. Ttmm_ 

Mr, Clegg 

Mr. GUvin 
Mr. Ladd 
Mr, Nichols 
Mr, Ro**n_ 

Mr , Tracy 
Mr. Carson 
Mr . Of f ey. 

Mr. Htndon 
Mr . Kramer_ 

Mr. McGuire 

Mr. Harbo 

Mr . Quinn Ttmm_ 

Tele. R o oin 

Mr. Naase 

Miss Beahm 

Mi*» Gandy_ 


~tr 


March IS, IO 43 with which the evidence listed below was submitted to 
tb© Bureau for appropriate examination, 

44-22643-1 Abe first eighteen of the following specimens are envelopes, 
all of which have been opened. All nineteen specimens are 
identified by a number corresponding to the Q number, this 
number having been circled in red. 
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#2 

43 

44 

45 

uA 
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Registered letter No. 1151C for Military Attache from 
War Department. 

Registered letter No. 11572 for American Embassy. 
Registered letter No. 11568 for American Embassy. 
Department of State Airgram, fA-299. 

Department of State airgram for the American Embassy, 
AUito. 

Department of State air gram for the American Embassy, 
■mitVj. oO « 

Letter to Alfred T. Neater, Charge d'affaires a.i. 


Letter to Alfred T. Hester, American Charge d’affaires, 

State Department latter to Ir. billiam I. Schurt. 
vilO Letter to Dr. T. F. Ford, Rubber Development Corporation, 
c/o American Embassy, <uito, Ecuador. 

2 11 Two letters to Walker W. Lowry, Special Representative, 

Rubber Development Corporation, c/o.. African Embassy, <uito, 
Ecuador, C,S- 

<12 Letter to Edwin ft. tinnear from Erpurc--.: .m ’ / / * A* 

Washington. ^ _ 

■•'13 Letter to Rubber Development Corporation, f/o American Legation"/ L 
vuito, Ecuador, from Rubber Development Cooperation, Vfashinijton, 


D. C, 

<14 letter to David Yale 

•p FROM; 




"I 

at ». * 




from Department of Agricultures 


ossification XlSripari Embassy, iuito, from Despatch Ajfkifa-Jlf* York. 

|H€WWf c DECLA Iii F; £y^ier %o Samuel Miller, . v iiito, from RJvL, ’Mbs’ 


I8-20-ECUO 

BUY I 





VI 


<17 Letter to American Ambassador, <uito (Correspondence' f^f ? ..th'«'.. 
Coordination Committee). 

<18 Department cf State envelope to the American Legation, 
Ecuador. 

<19 Tag, seal, etc. for Department of State Pouch Ho, 2522. 


rage Two 

Memorandum for Mr* Coffey 


The cord attached, to the seal, q!9, appears to h?. ,r c been cut* 

It has not been possible to determine the type of instrument used. Neither 
has it teen possible to determine whether the cut was intentional cr accidental. 

Examination of the envelopes revealed no evidence that they had been 
surreptitiously opened and resealed, except that with reference to v.10 a m.anila 
envelope addressed, by sticker Frank to Dr. T. F. Ford, Senior Chemist, Rubber 
Development Corporation, there is a question whether wrinkling of the paper of 
the flap resulted from an excess of water at the time it was originally sealed 
or subsequent tampering. 

Another envelope shows a similar but much lesser winkling. The 
remainer of all the envelopes indicate that there 5s little effort- to be certain 
of the sealing at the time they are originally closed, Undoubtedly most of 
them were moistened with sponge or roller moisteners with a surplus of water. 

If there is too much water the pressure of closing the flap must be maintained 
for a longer period of time or else there is not enough adhesion tc hold. The 
flap pulls up, in part at least, and then the glue dries before any additional 
closing pressure is applied. Extreme dryness of the envelopes tends to increase 
this effect and it is likely to be accompanied with wetting of the flap for seme 
distance around the glue which wrinkles the paper. All of the envelopes ere of 
the usual types encountered in work in the U.S.A, 

It j.s apparent from the above that the only safety precautions with 
this mail are the lead sealing of the bag and the label "Diplomatic", Ac it is 
a well known, although confidential fact, that British Censorship stations 
regularly use surreptitious methods toward Diplomatic mail and are equipped 
to handle seals this appears inadequate. Such a tampering would not have 
resulted in apparent disturbance of the string or lead seal. 

If suggestions to Increase the safety of this mail are desired it is 
presumed a request will be made. 

Among the envelopes was observed one printed "Department of State, U.S.A, 
"Air Ifail" . This has a watermark "S-SPIliE BOND, 100# Rag Content” . In the design 
there is also a shield and written phrase " CARKW U.S.A.". Attention is invited, 
to this because of the impression that officials of the State Department may not 
be aware cf its use, while its appearance i* 1 smaller countries could b® dis- 
advantageous to the good neighbor policy, as an inadvertent, disclosure of intent 
of the United States officials to create an "Empire". This could be coupled 
with actual whispering propaganda campaigns, of the kind used bj r W ? zi agents. 

In South America especially they are distributing forged printing in imitation 
of British publications. For this reason it might be considered desirable to 
trace the purchase of this paper. It is manufactured by the Carew Manufacturing 
Company, South Hadley Falls, Massachusetts. 100# rag paper used in an envelope 
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Page Three 

IJeFioraadym for !ir. Coffey 


of thf e kind docs not add additional safety qualities from the standpoint of 
tampering. A photographic copy of + his watermark is attached hereto. 

If a special envelope is desired for safety the Laboratory has 
various products which have been tested and will be glad to make known its 
findings. 


The submitted specimens are attached hereto. 

Respectfully, 


C. A. Appel' • 





PLACE j 
Gjutto, Ecuador 


DATE* 
March 18* 1943 


REPORTED Mi 
#160 


TITCEj 

CHARACTER* 

ss 

3>,PiomAli<* 

AID-MAIL POUCH #2532 

i tfotfa, £Tcu aooc? 

r*r*fr® ■ , 

1; <ySiy;ikj.tj -- - 

Ecuador- Subversive Activities - 

vft. " 


e ». SXNOPSISj 
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COMMENTS: 


STATUS: 


Investigation here in. Q,uito precludes that the 
pouch was opened for subversive reasons here in 
Ecuador. Charge d' Affaires hee requested in- 
vestigation in Panama, where the mail was over- 
nighted in transfer from Miami-Paruame run to the 
Southbound Balboa -Santiago run. information 
furnished in detail. All envelopes in pondh are 
being forwarded for laboratory examination to 
determine if possible whether or not they, were 
opened and re-sealed. Broken & cut; aea^alRO 
forwarded for laboratory examination.’-, pflults 
of examination requested to be furnished r's tat* 
Department in Washington end this- office for 

furnishing to Charge d’Affeires. * ^ 

, i i 
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REF®3& 61:^ ^ Cur #1?4 RadEujgrem to Bureau dated March 10, 1943, concerning Airmail 
Pouch #25ff2. rv '" !r 


EX. 






Made Available to; 
Charge d’Affeires only, 
( ) Embassy (Consulate) 
( ) M. A. 


! Cop %^ 

i(9 

) 3 
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At Quito, Ecuador 



On March 10* 1943, there was received in the AWeriOan Bnbaaay, Quito, 
Ecuador, Air-mail Pouch § 2522, which had apparently been tampered with. The 
pouch ia a light, email bag of the usual air-mail variety, and comes sealed 
with a twine, lead seal. The pouch was brought to the Embassy at about 3*.3o 
P.M. by the Post Office agent who meets sthe Pansgra planes for the purpose of 
getting the air-aail* His name is Eloy? PADILLA. .He was accompanied on this 
occasion by the Panagra Airport Manager, ALf onBo/FASQUEZ. f A!i«r t L 

, £ 

At the time the pouch was brought to the Embassy, (Jhifh off ice^as 
not aware of the situation until the departure of these individuals and for 
that reason It was not possible to interview them on the spot. Mr, Claude 
Anthony ROSS, Third secretary of Embassy, received the pouch end on learning 
from the persons who brought it to the Embassy that it had been tampered with, 
or bo appeared to have been, he called the writer down to his office to see if 
it could be determined whether or not any of the mail in the pouch had evidence 
of having been opened. The writer made e survey of the contents of the pouch, 
end some letters showed the possibility of having been opened, but, not knowing 
the conditions of the original sealing of these envelopes, the quantity of watT 
’Wed and the manner of their sealing, it was impossible to say whether the letters 
had been opened or not. 

The list that is attached hereto is s list of the oontents of the 
pouch. This information was taken from a letter sent by the Charge d 'Affaires, 
Alfred T. WSS3TER, to the State Department, Washington, D. C., requesting a veri- 
fication of the contents of the pouch, in view of the fact that only the regis- 
tered pieces of mail contained therein contained an inventory sheet. The other 
moil was merely sent loose, as is customary, end there is no record in the 
Embassy here in Quito as to just what was contelned in the pouch, other than 
the three pieces of registered mail, 

Mr. ROSS was questioned concerning the manner of the receipt of the 
pouch, it's condition, and the statements me.de by Mr. PADILLA, who brought the 
pouch to the Embassy from the Airport. Mr. ROSS stated that the pouch came 
tied, and thet PADILLA stffcefi that when he took the pouch out of the large mail 
bag containing the mail for Quito, it was noticed that the twine of the seel 
had been apparently cut and re-tied. It was brought to the Embassy immediately 
after it was discovered in this condition, and that it was. brought to the Embassy 
in the exact condition as it was when taken from the large mail bag. 

Prom Mr. ROSS, it was learned that a telegram was sent immediately to 
Mr. Harold L. WILLIAMSON, American Consul General in Guayaquil, for the purpose 
of advising Mm of the situation and causing an investigation to take piece in 
Guayaquil. There is being attached hereto tie correspondence forwarded to Mr. 

HESTER by Mr. WILLIAMSON, concerning the situation in Guayaquil. Charge d'Affa* 



HESTER also cabled Cali, Colombia, requesting an investigation, In view of the 
fact that it was believed here at that time that the international plane that 
carried the pouch from Balboa to Guayaquil had overnighted in calf, one of the 
regular stops of that run. There is being attached hereto also, a copy of a 
cable sent from Amerioan Consul BCWM/JN, Calf, Colombia, to the American Embassy, 
Quito, with his findings there, 

Mr, George MANSFIELD, Operations Manager of panagra in Quito, was 
interviewed on Mardh 12, 1943, and it was learned that Luco/aGUIRRE, Fanagra 
Dispatcher, had also been present when the pouch was discovered. Mr, MANSFIELD 
stated that AGUIRRE had told him the story as to what had happened, but thet he 
himself was not present at the arrival of the plane carrying Air-mail Pouch 
#252 2, He said that he was told that Mr. PADILLA, the Post Office representative, 
discovered the damage to the bag almost immediately as it was taken out of the 
large mail bag, and that PADILLA then called over the Airport Manager, Alfonso 
VASQUEZ, who was standing nearby, and that the Dispatcher, AGUIRRE was there and 
•aw the condition of the pouch. Mr. MANSFIELD could not give any further details, 
and in the course of the conversation, it was suggested that the writer, at the 
convenience of the company, go out to the airport on the arrival of one of the 
daily flights from Guayaquil and see the manner in which the mail was received and 
question the persons who were known to have been present when the pouch was first 
discovered. 


On March 16, 1943, arrangements were made to go to the airport to see 
the manner in which the mail arrived end the way in which it was handled upon 
its arrival. This day was silected because the international plane was expected 
to deliver another air-mail pouch for the American Embassy, and it would give 
the writer a good opportunity to see exactly how It was handled. 

It was observed that the mail, along with other baggage was loaded on 
a small wagon and tarried to the hack of the Panagra office. There the baggage 
was separated from the mail by Panagra employees and the mail was pieced in a 
pile, where the dispatcher, Luco AGUIRRE, sorted out the pieces that were still 
in transit from those that were to remain in Quito, Mr. Eloy PADIUA, Assistant 
Air-mail Superintendent for the Ecuadoran mail service, meets the plane daily, 
and it is his duty to gather up the Quito mail and place it in a large hag for 
delivery to the Post Offics in downtown Quito. There are a number of persons 
who assist in this job, some of whom are panagra employees, others taxi drivers 
of the Chavs® Agenoy, which does all the hauling for the Panagra Company, or 
anyone els# that might he around. The responsibility for the mail rests in the 
hands of Mr. PADILLA, who checks it end brings it down to the Post office. All 
this sorting and collecting takes place in the open, in the rear of the ponegra 
building at the Airport. 

Mr. PADILLA was interviewed by the writer while he was gathering up 
the mail for delivery to the Post Office, end he stated that when he opened the 
large bag to check the mail therein on March 10, 1943, the Air-mail pouch for 
the American Embassy was removed, since it was to be delivered on the way to the 
Post Office. It was at that time that the discovery was made that the seal of 



/ *)) 



pouch had bean broken or cut and ratied. He said that he then called over 
Mr. VASQ'OEZ and showid it to him to evidence the fact that he bad found it in 
that condition and that ha and Mr. VASQtTEZ brought the pouch to the Embassy 
as aoon aa he had finished his duties at the airport end gave it to Mr. ROSS, 
explaining to him the situation. PADILLA could not furnish information con- 
cerning the manner in which the mail pouch came down from Miami, and whether 
or not it had been contained in a sealed bag as far as Guayaquil. He said that 
the pouch had arrived to Quito in a large white bag containing other mail and 
that this large bag was not locked or seeled in any way, 

ft 

V Mr, Luco AGUIRRE was questioned concerning his knowledge of the 
occurrence and he affirmed the information previously received. He said that 
it was his belief that the mail ewne down from Miami in an open bag destined 
for Ecuador, and that this could have happened anywhere along the line, possibly 
where the plane overnighted. It was learned that the Panagra run came straight 
through from Balboa and made only short stops at Calf and Guayaquil, at which 
latter point the mail was transferred from the international run to the shuttle 
plane from Guayaquil to Quito. It was noticed that the pouch that came in that 
day, March 16, 1943, came in an open bag, and was merely put aside for delivery 
to the Embassy, Just aa Mr. PADILLA stated the Interested pouch had arrived, 

Mr. AGOIREE ssid that the pouch that had been tampered with came in the same 
manner. The only time that the pouch lr» question was not in transit was in 
Balboa, where the baggage end passengers overnighted to transfer from the 
Clipper from Miami to Balboa to the Panagra run down the West coast of South 
America early the next morning. In other words, the pouch was in Balboa over 
night on the night of March 9, 1943, and continued to Quito the following day, 
March 10, 1943, where it was received at the airport in Quito in e damaged 
condition. It was learned from Guayaquil thet the transfer from the interna- 
tional. plane to the local plane took a little more than an hour and that for 
the most pert of this period the mail was on boerd either the international 
or the local plane,- ^See Williamson’s first letter to Heater, 3rd paragraph)^ 

The attached cable to the American Embassy, Quito, from the American 
Consul, Calf, Colombia, indicates that the international plane carrying this 
pouch was in Calf only about 15 minutes and that it was the belief of the 
Panagra agent there that the mail was carried in the rear compartment in the tail 
of the ship, precluding any tampering with the mail by crew members of the plane. 
The cable also indicated that the mail remained overnight in Panama, as stated 
previously. 

The information furnished by Mr. WILLIAMSON of Guayaquil speaks for 
itself. His second letter indicates that the pouch in question came from Miami 
to Quito in the general ''blue 1 * bag, which carries a seal. This is not true 
according to the information obteined here in Quito, and our information in- 
dicates that the pouch came in an open white general bag from Guayaquil to 
Quito, end had it been in a general "blue" bag destined for Quito from Miami, 
it would not have been removed until it had reached Quito. As it was, coming 
loose from Guayaquil, tends to substantiate the belief that it came in an open 
beg all the way from Miami. 



The information available here does not indicate the probability 
that the pouch was tampered with in Ecuador, and certainly not Quito, if the 
information contained in Mr. WILLIAMSON'S report is to be taken at face value 
with regard to the time the pouch was in Guayaquil making the transfer from the 
international to the local plane, then it Is a fair assumption that the pouch 
was not tampered with in Ecuador, but somewhere else before reaching Ecuador. 

All the oontente of the bag were carefully examined here in Quito, 
and the envelopes that were contained therein ere being forwarded herewith for 
an examination by the Technical Laboratory of the Bureau for the purpose of 
determining if possible, whether or not any of the envelopes give evidence of 
having been opened and resealed. There is being forwarded also the seal with 
the twine cut as it was brought to the Embassy. This twine was tied around 
the pouch keeping the open end closed. It is to be noted that the piece of loose 
twine is the sealed loop that was cut from both ends, and belongs on the slid 
of the seal where the tag is located. It is requested that this examination 
be conducted and that the State Department be given the findings of the examina- 
tion. It ia also requested that this office be forwarded a copy of the labora- 
tory finds for presentation to the Charge d'Affairea. 

This case will be kept in a FINDING status until the report of the 
Technical Laboratory la received end Mr, Alfred T. NESTER is appraised of the 

results thereof. 


PENDING 



List of Contents of Alr-rnali Pouch #2922 


1* Registered Letter No. 11510 for Military Attach^ from War Department ♦ 

2. Registered Letter No. 11572 for American Embassy. 

3. Registered Letter No, 11568 for American Embassy, 

4. Department Airgram No. A-299, March 8, 1943, ?:30 P.M. 

5. Department Circular Airgram of March 6, 1943. 

6. Department Circular Airgram of March 8, 1943. 

7. Letter to Alfred T. Neater, Charge d'Affairea a.i. 

8. Letter to Alfred T. Neater, Charge d'Affairea a.i. from Boaz Long, 

9. Letter to William L. Schurz from the Department. 

10. Letter to Dr. T. F. Ford, Rubber Development Corp., Quito, from Rubber 
Development Corp., Washington, 

11. Letter to Walerk W. Lmrry from Rubber Development Corp., Washington. {2 
letters) 

12. ]>t.ter to Edwin R. Kinnear from Export- Import Bank, Washington. 

13. Letter to Rubber Development Corp., Quito, from Rubber Dev. Co., Wash. 

14. Letter to David Yale from Department of Agriculture, Washington. 

15. Letter to American Embassy from Dispatch Agent, New York, 

16. Letter to Samuel Miller, HEW Representative, Quito, from BEW, Washingtoh. 

17. Letter to American Ambassador (Correspondence for Coordination Committed, 
letter No. e- 1007, March 5, 1943) from Coordinator of Inter-American Affairs, 

18. Envelope to American Legation, from Department, containing press releasee 
Nos. 89, 91-94; Departmental Release No. 19, 

Note: The attached evidence for Laboratory Examination is numbered in red \ 

pencil with a circle around the number, in the same order as the J 

envelopes are listed above. #19 is an envelope containing the broken 
or cut seal for Laboratory Examination along with the envelopes. 
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Quito, March 17, 1943 


Deer Mr. Ambassador: 

I have the honor to inform you that diplomatic pouoh #£52 £ 
despatched from Washington, March S, 1943, was received at this Mission 
on March lo with the pouch seel cut end retied. None of the registered 
mail was missing but a strong suspicion exists that the contents of the 
sack: were tampered with, end ell of the envelopes which arrived therein 
are being sent to Washington for examination by the Federal Bureau of 
Investigation. 

Diplomatic pouch No. 2522 overnighted in Balboa, and pre- 
sumably the general mail sack for Quito, in which the Department of 
State pouch was included, was made up at that poiht. The results of a 
cereful investigation by this Embassy seem to preclude the possibility 
of tampering having taken place at Quito, Guayaquil or Cali. 

It would be appreciated, th^refrre, if you would take appro- 
priate action in an effort to determine whether any violation of the 
pouch occurred in Balboa end advise this Embassy of your findings in 
order that a complete report may be mode to the Department at the ear- 
liest possible date. 

Respectfully yours, 


Alfred T. Nester 
Charge d’ Affaires *ui. 


The? Honorable 

Edwin C. Wilson 

American Ambassador 
Panama 


050 

CGR :mf 
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True Reading 
Telegram Received 

From: Amconsul, Cali, Colombia Date: March 10 , 8p.m., 1945 

• No . : - - 

Code: A-l Received: March 11, 1945 

Careful investigation discloses plane carrying air mail 
sack 2522 remained overnight in Panama end remained at Cali airport 
about 15 minutes an route to Quays. :juil eliminating possibility of 
tampering with sack here. Panagra agent almost certain that mail was 
placed in after compartment 

which eliminatee possible tampering by crew members. 

Full raport follows by mail." 

Bowman 


Decoded by BS:hs 



The following are pertinent excerpte from the first letter of American 
Consul Ge*er*l» Quayaqull, Harold L. WILLIAMSON, to Charge d'Affaires, 
Alfred T, Nester, dated March 11, 1945, 


2nd Par, *.*I conferred in the matter {March 11, 1945) with Mr, Fausto 
Moscoso, manager of Grace and Company and with Mr, Wayne Ballentyne, Panagre 
representative in this city. Thereafter, accompanies by the two gentlemen^ 
in question, I proceeded to the airfield In order to make a firsthand investi- 
gation of conditions and spent the entire morning at the field. Owing to 
the peculiar situation with regard to the plane service end the mails which 
prevailed yesterday, it is my conclusion that it is established beyond reason- 
able doubt that the pouch could not heve been tempered with at either Guayaquil 
or Cali and that it is unlikely that any violation could heve occurred at 
Balboa, so that the damage to the seal, unless it was caused by natural acci- 
dent enroute, seemingly must heve transpired either at Miami or at Quito. 

The findings are given in some detail below for your complete information, 

5rd Par, The Southbound plane yesterday arrived at Guayaquil somewhat late, 
oF to fee precise, at 12:15 p,m. The local shuttle plane had already arrived 
at Guayaquil at 11:34 a.m. and left for Quito at 1:37 p.m. subsequent to 
ami ting connection with the Northbound international plane. In consequence, 
the mail from the ttaited States for Quito was in this instance transferred al- 
most directly from the incoming Southbound plane to the local plane for Quito, 
which was, as stated, already on hand. I talked personally with the Panagra 
mail despetchers and learned that the mail for Quito was not even, brought into 
the airbase building but was checked on the platform and loaded within a per- 
iod of not more than five minutes directly on to the shuttle plane for the 
capital. Moreover, in yesterday^ instance, the diplomatic air pouch tfar the 
"Embassy was not shipped ea a separate mall package but was, evidently contained 
in the large blue silk airmail sack containing general airmail for Quito which 
was made up in Miami and sealed at that airport for its journey through to 
Quito, In consequence, anyone who attempted to tamper with the diplomatic 
pouch in Guayaquil would heve had first to break the seal on the general bag 
to find the diplomatic pouch and cut that seal.,.,, 

4th Far, ...from the time the airmail leaves Miami until it arrives in Quito, 
it la constantly in the charge of Pan American Airways and/or Panagra authori- 
ties and that the postal officials of the countries through which the planes 
pass at no time take custody of the mails. In the instance at issue the mails 
were forced to overnight at Balboa, Panama, but it is presumed that the Pan 
American Airways maintain at that point a container for the safeguarding of 
the malls,,,. Furthermore, on account of the delay in leaving Panama, the 
Southbound plane did not as usual overnight in Cali, Colombia. For this reason 
no through mail was taken out of the plane during the brief halt at Cali, 



The following are pertinent excerpts from the second letter of American 
Consul General, Guayaquil, Harold L. WILLIAMSON, to Charge d’Affairea, 
Alfred T. Neater, dated March 13, 1943; 

-v- ------ 


2nd Par, Vice Consul Cottell has just arrived from the Embassy and has 
informed roe that for about a week there has been in effect an arrangement 
whereby the pouch is delivered to the Embassy by a Fanagre official without 
passing through the hands of the post Office. ....it would seem that the 
Panagre men came direct to you in considerable anxiety because they had found 
the pouch with ita seal cut. This would seem to preclude any strong probability 
that the offense occurred at the Quito end.,.. 

3rd Par . ...I am still convinced that it is highly improbable in this 
particular case that the tampering with the pouch could have taken place in 
Guayaquil. The reasons for this conclusion were advanced in my letter of the 
eleventh, wherein it was shown that the mail was transferred almost directly 
from the international plane to the shuttle plane. Similarly, the fact that 
the international plane allegedly went Through Cali without more than a 
routine stop would appear to eliminate Cali from our calculations..*. 
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AIR MAIL 



Alfred 7. Hester, Esquire, 

Charge d' Affaires ad interim, 
American Embassy, 

Quite, Ecuador. 





PLACE: 


DATE: 


REPORTED BY: 


Bogota, Colombia Mar ok 13, 1943 


, TITLE- 

At ’ 


CHARACTER : 


Colombia - ife.il Tampering 


UNKNOWN SUBJECTS 

(Mail Tampering Panagra Air Lines) 
3-10-43 




* SYNOPSIS: v 

Cali advised 3-11-43 by telegram, air 
Vi mail sadc No. 2522 dispatched from Washington to Quito had 

arrived in Quito on 3-10-43 with seal cut. Inquiry at Cali 

* revealed plane only stopped in Colombia for 15 minutes and 

■ a that mail was sealed in aft oompartment from Balboa to 

Guayaquil. 


COMMENTS: 


/ ■ /; 
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REFERENCE 


, g APR 19 19 



Made Available to 


Copies : 


DECLAS^i^JBmixaiB «jn(rttanrsHamnB f lOH^Washington 

FBI AUi'0f]4JIC ^ECLASSIFICAXIOH GUIDE 2-QUitO 
r-.s'.T’t? nie.iv 1 il 1 -JlJf A 


1-M.A. 

1-1.3. Bogota 
1-I.S. Cali 
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DETAILS; Cont’d. 

Inasmuch as no further investigation is deemed 
necessary in the Bogota area, this case is being closed. 

CLOSED 


t 



DETAILS: 


The following report was predicated upon the re- 
ceipt of the telegram in the offioe of the United States 
Consulate at Cali, Colombia on March 11, 1943 which advised 
the Cali Consulate of the fact that air mail sack No, 2522 
dispatched from Washington on March 8 for Quito, Eouador 
arrived at Quito on March 10, 1943 with the pouch seal out. 

It was further suggested that the pouoh was tampered with in 
Cali where the plane was scheduled to overnight or in Guaya- 
quil where the mail was transferred from international plane 
to looal plane for forwarding to Quito. 

Mr, John C. Stoddard, manager of the Corporaoion 
Mari t Iran Colombiana, which corporation serves as agents for 
Panagra Air Lines in Call, Colombia, was immediately contacted 
at which time Mr. Stoddard advised and furnished the follow- 
ing information in writing: 

’’This is to certify that the southbound plane of 
March 10th operated on delayed schedule having overnighted 
the previous night in Balboa and passing through Cali at 
about 9 a.m. The plane remained in Cali approximately 15 
minutes. 


"All mail and cargo for Guayaquil and Quito were 
apparently loaded in the rear compartment of the plane, as 
is the customary practice of Balboa when the plane operates 
on delayed schedule. This compartment was not opened when 
the plane passed through Cali in transit, as all the baggage, 
cargo, and mail destined for Cali were located in the front 
compartment. We have no record of diplomatic mail being on 
the plane and destined for Quito, but we believe that this 
mail must have been in the rear compartment of the plane, 

"The crew of this plane was the following: Captain 
Jardine, Co-Pilot Bent sen, Radio-Operator Frowe , Purser (from 
Balboa to Cali} T. Avant, from Cali south - Bouillon. 

"We regret that we cannot give any further informa- 
tion as to the handling of the mail destined to Quito." 

Mr, Stoddard added further that he personally felt 
sure of the integrity of the entire crew aboard the southbound 
plane on March 10, 1943 and also he personally could vouch 
for the supervisors of the mail of his Company which are re- 
sponsible for the handling of the mail at the Cali airport. 

The above information was forwarded to Washington 
and Quito by telegram on March 11, 1943. 
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- «JOHN EDGAR HOOVER 

4 DIRECTOR 



♦FjpJieral Uumiu of Imirfitigatton 
i3nitr& §tatoa Hepartnimt of Huatico 
IHaahtitgfon, 31. CL 


JAJvisAF 


March 8, 1943 


MIUOSANDUU FOH MR. E. A. 

Inquiry 



Re: State Department 

Safeguarding Courier 


Concerning 
' di plomatic Pouc het 

S' 


Reference is made to the"'a tiached memorandum 
dated March 3 > 1943 j for Mr. Burton by Mr. Roach. 


Mr. Telaou _ 

Mr. K . A, T»aa.. 

Mr. C ! « 5 c 

Mr. Coffey 

Mr. G I » ’m n 

Mr L h d d ___ „ 

Mr. Nichols „ 

\.r . Ho* « n 

Mr, T r » c y 

Mr C amen „ 

Mr U » r b » 

Mr . H« edca 

Mr. Mt-Gui r«__ 

Mr. Mum ford „ 

Mr . ?i per 

Mr . Q u i bb Tsmrn _ 
Tel*. R»oii. 

Mr. N e a * e 

Mils Btihrn 

Mil* Cindy 


There are set out in the attached blind 
memorandum certain suggestions which you might desire to 
make available to the State Department. 
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JAMiA'F 


iie trfsagg* s tions frrt^^surlty plVS^uxlhft — urvie* 


Theru are het forth beio* ueVterfci ^uggoated methods ot' tram Bitting 
written materiel which nay lead thesaseiven i. various degree* of /‘fJV.' W' Jk. ? 


1, documentary evidence te Ki.'-rrie'J, in the coavaatio;*^-. brief- 

cijfj, *.1 if-:y «« «rd* -sore -recur* yy ettedhitt;; it pc. nsarteh bly to tev per., at of 
tec courier in such »oae tU-.t uc ctamot heduttc free of it- by ordinary 
A fhorie covered chela osu u» utilised, attr.-'nitu; one enn to the hag end locking 
the other t round the body or «riet of the churl*- r. the courier should not ;>tve 
the key to c;«ea the lock, oni> the sender sod recipient having such 
It should no borne in aina that no setter vh-.t Kcehanleal wtbod i « used to 
feuteu « pouch to the courier or ebnt mechanic*! obstacles are pieced to prevntit 
illicit entry of the pouch, both aethoue of protection any ha <rr*r<me provided 
tee eneoy hsa sufficient time. Consideration might be given, therefore, to 
other method* of pro too tied. 


1. Th* ooeuaento OoUld conceivably be carried in >-.n acii-prost" 
container equipped with a liquid such as sulphuric acid which sight be 
11 bar* ted ey *. trigger aecbiuilea. In the eveat the courier amuses, dan«i»r no 
c*u t ;ro-B or r-iiaade the trigger aechaaiau te oy flooding the doou&ent# -ate 
ucid which would destroy teen. Another v&ri* ',io:i .<f this trigger *ech*::is» 

-would oe a hissing aovioo watch would liberate tee acid, this timing rovice 
could be retarded by periodic resetting on tea part of the courier. T: ... <wua.: 
seta th*t if tee courier atioi.IU oe killed audaeiUy or rendered uncoivcluue the 
acid eculd oe released at tee end of e» cervix period of tine because Ue 
trigger aechanina ted riot been reset by i.ii... 

3. Conoiderutioa might be given to cutting ouch aocuoeat iu tso piece,"- 
oae courier teklng one piece cad the .second c. uri^r taking the aWnr, This would 
isna taw.it the enemy vc-uld have to secure both .MU'c'iln in -or-iisr to be auie vo 
rouw t:-i- vtooumente with any degree of accuracy, under thin set-up tee sane 
physical precautions ooula m token as cis aei our muer heeding 01. 


VI r. 
vlr . 
Mr . 

Mr . 

•t r 
.1 r . 

-1 r . 
lr 
1 r 
lr. 
lr . 
lr 
ir . 


4* Subterfuge might 'no utilised by hh.vl.jg tee courier carry inuoctmt 
“i^^rih tee coaveationai brief-c&se »nereac tec genuine pep©j*s are conowilwi on 
'V his perastt. This cuneeelment sight be accomplished either by his actueliy hiding 
' 1 tih 1 ^ original doounent or by reducing tee document in ai»c on photagi'aphie fils 
ij ’• ft VcP-coeoeeling tele film. The enemy supposedly would snhe away with the orlef- 
' relieving it to contain tee real document. Another aodificctiw; .f -,hi. 
••'^itlSrf-eeeid be to have teie courier carry the ucomaent secretly concealed is 
’h' ^ a un and have e wecood purported courier carry tee isrief-cacc . / , ' f 


1 ' - C X" 42 

burs "ii , 5- Photographic redwtion of uocume 

Co^hwti. nsteoc of eonceelment. '*iih the use of 
n<‘gd«wl. 15 3 t'i. camera or by uoe of tea fhotoreco 


kw wh«i^ ^tltioahle coj.m 
iioch & caaera as the Lsi^a 
•r- ..vi.wers, the uaauaantn ? 


titUV' 

or t, 

.’iji b*» 
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/ 


Cr^ttkjfckly . aft 4 U»« uegntive it in toe fom of ft 35 MB. fils which is 

Mffgddshtiy I'.rRur than a postage stamp, ouch filo <•<-.» be c'evelop^jaii-SiiiK'^d ueotly 


lr . Quiiin T.imm 


Sr \ i. i. » ■, _ 

tins lanrtv 




tr^ieported in « wry saei.* It i» .^SLiule, for ia»t;-nc«, for auca i'ijja 

to no t'-iu-i+Mi in «. ac,n* $ eutcft. A anelx »et’ i container could bo u tiling far 
carrying toe filn, which could then oe sfcrstjp,vnu to the couris5-r , d body wwi«jrnw»th 
nla clothing. Another eodifioctlvii of thi.< ®/tet» would Im for th-j fils eoair- ia»r 
to be uipjjed with e wife! of aui; fturic /.cia which could be reieeaeu oy ;. tr l^pf.>r 
weahaniwc when danger is. sensed* 

It is reeling, of e-iurue, trict mvy pystee of couceplsrau t or fcmieaiitoi 
of i*toritl by courier i« effective only vs ions ft the enemy does. not u;> tot r *. c.ua 
the j»yyteio being u*eu* It is tv o*t eXo-e«tt>d Uw.fc the enemy *o« iu «&.«-.« every 
effort to find out ho* sue- iKiterii-.x is being transmitted aai to ae on the eefe 
eiae it Boot oe &# trowed tout he would « a cart- in the method of tr*ni3»ia. , ;i..n in e 
short ..eriod of tine, Inerofore , conaioei-i-to-a .:->uat cm giver* to cheating the ' 
method of tr&aawiasian of suon aasteri&l £x.e% tiara to tv»e a« *« to confute tin* 
enemy. 
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Mr. I -add 

VI I . S' i cfu»ls 

M r R "sen 

VI r . Trin;;. __ 
Mr, Carson 
Mr. Unfit j 
Mr, Htndon_ 
Mr. Kratne r_ 
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,M r . Quiml' 
Mr. Neiisi_ 
.Miss iiind.V 
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teral Bureau nf tnuratigatum 
Hmtrfi §tates Department of Uuaftce 
Ufaabingtou, 51. <tt. 

)li . rch ", 1?;;3 


CC*2fTi 


Ca' / 


Mr/ Tol*on_ 

Mr. C 1 e k g 
Mr. G 1 a r i n 
Ladd 



MEMORANDUM FOB MR. EUKTOM 


he. FTj'.Tjl Hgt xiOC 'X'KCEhij irJG 

ft 1 isG&uiblMz 01 1 ' UOU i iX . m ■' nOIIAl'I 0 Ob bH ■ 



Quinn T*r.uu_ 

Ttia. Hoorn 

Mr, Least. 

Miss B«ahm, 

Mi»« Gan fly/ 



Mr. Jack Reel of. the $V te Department ca.Uc.vi the writer 
ar.c advisee that the State Department officials were grertiy coA- 
cerneo over the ciisappe,; ranee of the contents of a cinlonv. tic courier 
.ouch as a result of the crash of the Yankee Clipper in hi ebon Harbor 
recently. Due to this unfortunate incident, State Deportment officials 
are now working out means for sUTegu.. ruing uiploraatic courier pouches 
and have requested that the Bureau pass on to the State Department ; nj 
suggestions that may be advanced which would tend to secure the contents 
of diplomatic pouches and o< rticultrly with reference to the securing 
of c. pouch to the courier. State Department officials nave in mind some 
sort of device whereby the pouch vdll be fastened to the courier’s wrist 
or other portions of his body by means of a leather or metal strap. Mr. 
Meal rocuestea that this matter be considered by the Bureau’s technical 
labors lory and what suggestions be given to the State Department along 
these lines. As a matter of interest, Mr. Meal informed the writer that 


the State Department 


courier on the Yankee Ci 


ser that ci 


Lisbon Harbor and after diligent search, the pouch, which formerly contained. 


highly confidential State Department oaner 


found, with its locks broken 


and dispatches missing. The courier, however, has not been found too ate. 

It. is suggested that tuio matter be referred to the technical 
laboratory for any information they may c,-.re to give to the State Depart- 
ment . 'It is recuested that the writer be informed as to whether the Bureau 
desires to transmit any recommendation to the State Department , so he may 
in turn pass them on to ifr. Meal. 


Respectfully. 
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)ERAL BUREAU OF IiiVEdTIOaTlON 
UNITED MEo DEPARTMENT OF JUoTICE 
WAuhlNSTGN, D. C. 


t 


July 5, 1943 


MEMORANDUM FOR MR. COFFEY 
Re: Torn envelope addressed to 

Director, F.3.I., Washington, D. C. 


„ Reference is made to a routing slip from Supervisor ! I t'6 

I dated May 15, 1943 submitting the evidence listed below to the Lab- 
oratory for an appropriate examination as to the opening of the envelope. 

Q1 Envelope received in the Bureau from Rio de Janeiro, Brazil, with the 
upper, lower and left sides torn. 

It was concluded that the envelope was opened on the left seam 
and resealed (this is the flap fastened at the factory). The envelope 
subsequently appears to have been opened again at the same seam by cut- 
ting and then tearing, and then bound together again by scotch tape. 

There probably were too many enclosures in the envelope which were banged 
around considerably but nevertheless it does not appear that this could 
have caused all of the worn spots and tears over the surface, some of 
which may have been simulated. 

The main flap was fastened irregularly and apparently more than 
once with additional glue. 

It is suggested that only a few enclosures should be placed in 
such envelopes which of themselves offer no protection whatever. Scotch 
tape also is no protection for the envelope. Had the envelope been open- 
ed by usual steaming methods and ordinary care no evidence such as was 
found would be present. 


The Bureau has a supply of envelopes which are sealed by special 
methods. These, when properly closed, cannot be opened by steaming or any 
solvent because of the nature of tae glue. Envelopes such as these should 
be used in such circumstances. 




The submitted specimen is attached hereto for the attention of 
Supervisor Tuohy. 


a/ 


o 


: . :?A1 l.l '.r ■ 

f 

MAY I ■■ 


- 1 






f 


$ 


F BI RADIOGRAM 


MR. 7OL90N __ 

MR .t A, Tamm _ 

MR CUE GO 

UR GLAV'N 

MR LADD^, 

MR NICH01S_ 


MR CARSON^ 


FROL. ..RJ I TO 


DECODED COPY 

-11-43 Nil 174 1 :G2 PC 


EWT, 


MR. DOF 7 Cr 

MR. Hf NOON- 

MR KRAMER 
MR MCGUIRE _ 
MR QD1WN TAMM_ 

MR 

M1S3 GANDY. 


f 
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jUCH fiUL'GEH 2522 FOR THE 


I CA h EMBASSY , ; U I T 0 


I ‘ i i.iH I L 

ECUADOR , THAT LEFT THE wEPAKTiviLiRT OF STaTc IvIaRCH 6, AAnlQcD 
GUI TO LURCH 10, WITH CORE TYPE SEAL BROKEN, AND CORD TIED 
TO 1 KEEP LAG CLOSED. POOCH GuN I A I ME J THREE PIECES OF REG - 
I STEREO iV.AIL AND OTHER GOVERNMENT CORRESPONDENCE NUT LISTED. 
u>0T t J ... .jURlmU i‘.;r\ 1 L WAS I NoLUuED. ioLiuacSY I S i/.rtK I No ^ wHaCK 
.4 I j h THE .. o, P M A 1 1 v i o i ^ T Li~ ST.tTo l o i.’C.TLo.,!lNc» . . 1 1 c. T H o. t \ or* 1 0 F ALL 
fOrt I L SENT IN THIS POUCH 71 m S RECEIVED HERE IN QUITO* ALTHCUG 
SOiv-E LETTER I NO I CAT 
WITH, IT 13 DEL I EVE 
D„Y FROM GUAYAQUIL. 





THE PUSS 


I 0 1 L I TY OF HAVING . c. c_ i 1 TAklPfcRti 


UNLIKELY SINCE POUCH CADE THROUGH SALE 


INVESTIGATION FLING CONDUCTED HERE TO DETER.:! KE IF POSSIBLE 
THE DETnILS CONCERN I NG THE CREAK INS OR CUTTING OF SEAL. 
ENVELOPE OF CORRESPONDENCE CONTAINED IN THIS POUCH IS CLING 
FURNISHED THE BUREAU LABORATORY FUR EXAMINATION TO DETERMINE 
WHETHER Cri NOT I H I 3 CORRESPONDENCE WAS OPENED. BUREAU 
’WILL ...E KEPT ADVISED. FROM 386 



outside the Bureau, it is suggested that it he suitably paraphrased in 
order to protect the Bureau’s cryptographic systems. 



JD:RO 


New York, N. Y. 
February 27, 1343 


MH;ORAKDUM FOR MR. C, II. CARSON:.,; 


On February 19, 1943, the writer received from the Bureau a 
letter for transmittal to John C. Phillips, Liverpool 110, Apartment ;/€, 
Mexico, D*F. This letter when received by the writer was sealed. The 
purpose of the Bureau’s transmitting this letter to the writer was that 
it be placed in the hands of Postal Censors in New York City for transmittal 
to Mexico without reading by the censors. 


Prior to the writer's assignment to New York City arrangements had 
been perfected with Major Basil E. Moore of Postal Censorship for the handling 
of all mail to Bureau under cover agents in Latin America. This was done so 
that the mail would appear to be censored upon its arrival to the various 
foreign countries to which it might be addressed. 

The latter to John C. Phillips was placed in a large manilla 
envelope addressed to Major Basil E. Moore, Postal Censorship, 7th Avenue and 
24th Street, New York City, and this document was registered at the Rockefeller 
Center station February 19th, Registration $526213. 


On February 23rd Miss A. Brady of the Office of Censorship tele- 
phonically advised the writer that ixo had received the registered envelope 
opened and that the enclosure (the Bureau cede letter to John C. Phillips) 
had Likewise been opened. At the requi ‘ of the writer Miss Prady returned 
both the letter to Phillips and the large manilla envelope addressed to Major 
Moore . 


to 

/ 

/ J 
ft 


the ^ure*n 
■/ ./ 




ll The writer is transmitting both of these documents 

^whatever action is deemed appropriate in the premises. / 

If it. is deemed advisable the writer will make the necessary arrange-; ' t 
ments to institute an investigation through the Postal authorities to ascertain) 
who might be tampering with the Bureau’s mail. In this effect it should be 
borne in mind that approximately twenty- five letters of this nature are trans- *>*> 
mi t ted weekly to the Postal Censors without any of the letters being reported n 
to the writer as being, tampered with. It might well be that some clerk in 5 

Postal Censorship opened the attached documents by mistake. 


It should be noted that the writer requested! |to advise 
him immediately of any further letters of this nature arid found no be tampered 
. with upon receipt by the Office of Postal Censorship. 


Attachments 
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New York City 
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Postal Censorship 
7th Ave. & 24th Street 
Sew York City 
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Victoria, Brazil 
February 3, 1943 


Dear Sir: 

Re: Opened Hail 

Reference is made to a letter to the Bureau from W. J. 
Bradley, dated January 19, 1943 at Rio tie Janeiro, regarding 
the opening of a letter addressed to the Victoria office 
containing agreements of the Bureau, OBI, and HID, for the 
coordinating of Intelligence operations in the Western 
Hemisphere . 

As has previously been stated, the agreements were 
enclosed in an envelope addressed to me at the American Vise 
Consulate, Victoria, Via Courier, Personal and Confidential, 
and according to the reference letter, a personal letter 
addressed to me at the Embassy vjas enclosed therewith at 
the same ti .e. Upon receipt of the above mentioned envelope 
in the Embassy mail room, the same was enclosed in another 
identical envelope, was addressed to the Consulado Americano, 
Cai xa Postal 146, Victoria, Espirito Santo by the use of a 
rubber stamp, and was stamped with the Embassy seal on the 
back thereof. Subsequently, this envelope was transmitted un- 
opened to the Victoria office via the Naval Courier service o 
of the KavAjU Attache's Office in Rip de Janeiro. 

This envelope, upon its receipt at the Vice Consulate 
in Victoria, was opened b, the American Vice Consul to whom it 
w as addressed. He advised that upon extracting the envelope 
contained therein, he noticed that it had been opened. This 
was s ppossedly done in the Embassy mail room for the pnrpose- 
of inserting therein the above referred to personal letter 
which was jutting from the envelope. At that tic.e it was not 
known that the personal letter had oroginally been enclosed 
therewith. Upon noticing that the envelope addressed tp me, 
he placed it in the safe with other mail which arrived under 
separate cover from the Rio office at the same time. When he 
advised me that he had found the inner envelope addressed to 
me opened, he furni shed the outer envelope which was addresse t 
to the Consulate. Bothe of these envelopis have been trans- 
mitted to the Bureau as enclosures with reference letter of 
January 29, 1943. 

Inasmuch as the outer envelope arrived at this office 
opened, and bearing the Embassy seal, it was felt that the ■" 
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irmar envelope w as possibly opened in the Bob' ssy mail 
room in Rio de Janriro, either by mistake or possibly 
intent ially for the insertion of the personal letter which 
was ontained therein. It was further felt that the fact 
the unopened envelope bore the Embassy Seal would preclude 
the possibility of the inner envelope having been opened v/hil* 
in the care of the Naval Courier. 


Consideration had been given relative to the observation 
made in the letter of reference, that the- instrument used to « 
open the outer envelope apparently opened, both of the envelope 
at the same time. Although it is highly possible thatthis 
could have occurred, especially since the envelope contained 


therein was the same size as the outer envelope, it is believed 
that the Vice Consul would have not iced opehihg both envelope 
at once. The outer envelope was opened either by a pair of 
scissors or a metal letter opener. 


A search has been made b me through the accumulated 
waste paper of the Vice Consulate in an effort to obtain 
pieces torn from the outer envelop* when it was opened in the 
Consulate. It was felt that perhaps if the inner envelope 
was unknowingly opened at the same ti.e the outer envelope 
was opened, the pieces torn from both en velopes would be few 
found. 

After a process of elimination four pieces remain whicK 
could cftuld possibly h ave been torn from the envelopes in 
uestion . It is noted that one piece appears* to be the glued 
flap of an envelope, and that there is* attached thereto a part 
of the same envelope, or possibly a part of another envelope, 
weich uron being sealed therein, became glued to the flap of 
the outer envelope. Two of the other pieces appear to have 
come from the top of envelopes and to geve been detached there- 
from by the came instrument. Thes four Questionable pieces o 
paper are being furnished as as enclosure with this letter s o 
the Bureau might effect an examination to ascertain whether 
or not they were torn from the envelopes in uestion. 

I have discreetly discussed this matter with the- Naval 
Observe r, Lt . Joseph E. Rich, in accordance with the recommfc*- 
ndation contained in the letter of refernnee. Lt . Rich had 
already been apprised of the matter by the Naval Attacne’s 
office, and was greatly concerned as to v/htther any of his 
pers ormel had open ed the letter, he was advised that becau 
of the Embassy Seal on the outer envelope, it would not have 
been possible for the inner envelope to have been opened 
after it left the Embassy and was in the care of Naval 



personnel, for there was no reason to 
enve lo : 'e had been opened or tampered 
am well acq uainted with It. Rich and 
and have no reason to believe or even 
was opened by any of them. 

Snclos ure 


suspect that the outer 
with while enroute. I 
all members of his offic 
suspect that the letter 


Very truly yours, 


cc Rio 






Rio ue Janeiro 
January 29, 1943 


Rear fir: 

Reference is made to a letter received from A-20 at 
Victoria, dated Jan. 14, 1943, and a cable previously 
received 0 ;- this office -..ated Jan. 13, 1943, regarding 
the fact that my letter to A- 20 containing agreements 
between the Bureau, mid, and On I for correlating special 
intelligence operations in the Western Hemisphere had 
been opened, apparently in the mail room of the Embassy 
in Rio he Jameiro. 


The envelopes in which said agreements were transmitted 
were returned b 4-20 to this office as an Enclosure to 
his letter of January 14 ana since that time I have been 
making a thorough investigation of the matter in order to 
determine how the same occurred. 


The envelope enclosing the agreements likewise contained a 
personal letter addressed to A-20 at the Embassy and 
both the agreements and this personal letter were enc lor ed 
in the original envelope addressed to A-20 at theAmerican 
Vice Consulate, Victoria, Via Courier, Personal end Con- 
fidential. Mr. Maynard Andrus, who is in charge of the receipt 
end distribution of courier mail in the Embassy, ,.-d vised that 
upon receipt of the above mentioned envelope from this office 
the same was inserted in another envelope, which envelope bore 
the Embassy stamp and seal on the front ana the back thereof, 
iffhe word s Consular o Americano, Caixa Postal 146 , Victoria, 
Espirlto Santo, were stamped on the front of the outer en- 


velope at the Embassy ■- t 
over by Mr . Andrus to the 
office. (As you have 
courier service between Rio a: 
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Navy plane.) I have person- 
Major Ridge, Intelligence 


Officer of the Military Attache’s office, 
me upon tanking an investigation of his ma 
the letter was not opened at Rio and that 
•where it might possibly have been opened, 
at the Naval O&server’s office in Victor! 


ana he has advised 

..room personnel that 
the only 'lac e 
by mistake, was 
i where all c ourier 
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. It should be noted, however , 
believe that the Naval Observer 
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would be involved since he docs not have, as far as is 
known, any United States Embassy stamps or seals. Discreet 
inquiries have been made through hr. Andrus, in whom I have 
complete confidence, as to mwh ether the Naval Attache’s mail 
room personnel were in any wise involved, however, the 
results were entirely negative. 

Upon an examination of the two envelopes returned to this 
office by A-20, which are the envelopes hereinabove referred 
to, it wou Id seem to appear that both of these envelopes 
were opened together at the same time, that is , the object 
used in opening the envelopes opened both of them at once. 
These envelopes are being forwarded herewith. 


It is recommended that A-20 
Observer at Victoria in reg 
concerning the above matter 
that the Naval Observer be 


discrefctly inquire of the Naval 
ard to any knowledge he may hav e 
Major Bidge, him, self, suggested 
contacted. 


Res peetfully. 





Victoria, Brazil 
January 19^. j 


Hr. V. J. Brad 


American Embassy , 
Eio de Jameiro 


near Eir : 


Re; Opened Hail 


r,A 

Y'A , 


Referen ce is made to my telegram of January \3 } 1943 
advising that your communication d; ted December 31, 19/.2, 
transmitting the secret agreements reached between FBI and 
HID for the operation of a network to locate Clandestine 


FBI, for Coordinating 
ern Hemisphere, 
apparently in the 


Radio Stations in Latin America, dated December 1, 1942: 
and an agreement between 

Special Intelligence Operations in theft est 
dated November 25, 1942 had been opened, ap 
, mail room of the Embassy in Rio tie Janeiro. 

The envelope of the letter in reference, which was 
. addressed to me at the American Vice Consulate, Victoria, 

Via Courier, Personal ana Confidential, had been torn open 
across .he top in such a way as to make it useless for 
the transmittal of mail, and a personal letter from home 
addressed to me at the Embassy was inserted into it. 

Thereafter, the original envelope containing your letter end t 
the the personal letter was inserted into another identical 
envelope and addressed with a rubber stamp as follows: 
"VoRsulado Americano, /Caixa Postal 146, Victoria, Espirito 
Santo". This envelope bears the Embassy seal on its back, 
which would preclude the possibility of the inner envelope 
hav ing beem opened alter it lift the Embassy and was in the 
care of the naval Courier. . 

It is conceivable that the letter was opened by mi stale* 
in the mail room, or possibly was opened intentiall for 
the' I n. .sert i on of the .pers oral letter which accompanied 
i’tt . How ev er, the letter appears unlikely , for the 
envelope wa s opened in such a manner as to render it wotthle^ 
t and make it necessary to place both letters in another 

envelpoe. In any event, the Indesirability of havingBBreau 
letters marked "Personal and Confidential" opened in the mail} , 
room is obvious. The two envelopes in question are being ' 
PEC1ASS iFffffi?ldS^ p Wu D ^#jWw9. E 8! l S l : in the event you deem it advisable 
FBI junoH^jp the matter. 
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For the information of the Bureau the following 
is a paraphrase of the above referred to telegam 
aacressed to Rio on January 13, 1943? "Letter containing 
tagrv *3i7ich us between ^uroau, leif ? Or.X, v,as o penecl, 

placeu in another envelope bearing i mb assy seal , and a 
addressed to Vice Consul. Possibly opened in Embassy 


its; 


room by mistake 


Respectfully, 


Mo, 15 


foe 


Luc insures 
cc Bureau 




JOHN EDGAR HOOVER 

DIRECTOR 
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Call: 10:40 A.M 


federal Surra u of tuuestigatfon 
llntteft §tatra Hepartnmit of 9u*tirr 
IBasItuigfon, 51. <E. 

December 4, 1942 


MEMORANDUM FOR Ml. D. M. LADD 

SKt UTTER FROM STATS DEPARTMENT 
DATED lovember 18, 1942 
State Department Reference: 
FA 051.25/75 


Today 1 called Nr. Fred Lyon of the State Department 1W= 
reference to the above captioned letter, wherein the Secretary of 
State present* hit compliments to the Honorable Secretary of War in 
transmitting a copy of a dispatch from the American Ambassador at 
San Diego, Chile. 


»\7 j‘ . 

','oi , 

?v‘i r . 

TO. A. T a in rat 

Mr . 

Clegg 

Mr. 

G ] avi n 

Mr. 

Ladd 

Mr. 

N i c h o 1 s 

Mr. 

Rosen 

Mr . 

T r a c y 

M r . 

Carson 

M r . 

Coffey 

Mr . 

Ur. nil on 

Mr. 

KraniuT 

Mr. 

McGuire 

M r - 

Harba 

Mr. 

Quinn Tamm 

Tel 

Hoorn 

Mi! 

:s lie a dm 


ss Gaud'.' 


The American Ambassador reports the receipt of a diplomatic 
pooch from the Department of State, the seal of which had been 
~t«wpered with in transit. The pouch dispatched from the State 
Department on August 27, 1942 and was routed via Hew Orleans. Because 
of an Inadequate supply of locks on hand at the time the pouch was 
dispatched lead sealed and not looked. It would be appreciated If the 
War Department would make an investigation of this matter and inform 
the Department of State of its findings. 

I asked Nr. Lyon if he would take this matter up with the 
Foreign Service Administration and see if they want us to make an 
investigation of this matter. Mr. Lron said that he would do this, 
and thanked me for bringing this matter to his attention. 

Respectfully , 



H. M. Kimball 




JOK»l tDGAR HOOVER 

'■ .DIRECTOR 
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.ial bureau of litupHti = ,«».u»i 
ISnfteb States department of Justice 
lllnahinutcm, 0. <5. 

November 23, 1942 


;~287 




Mr. To Ison 

Mr. E. A. Tamm_ 
Mr. C 1 e g g_ 

Mr ,- Glavin 
yr..JUd.l 
Mr. Krchols 
M“ ' 

Mr. 

Mr, (,'arson._ 

Af r . Coff< 3 v_ 

Mr. lTendon_ 

Mr. Kramer 




J 


. ■ ..•-There are attached photostatic copies of a communication 
from the^State Department to toe Secretary of Viar with reference to 
tampering with a State Department di ; Io~m tie ou ch which was dis- 
patched from the State Department on August 27, i~'42, via New Orleans 
You will note therein that the State Department has requested the 
».'sr Department to make an investigation of the matter and inform the 
State Department of the findings. | 


Mr. McGuire 

Mr. Harbo 

Mr. Quinn Tamm_ 

Tele. Room 

Mr. Nease 


Miss 1! e a hm 
•Miss Gundy__ 


Colonel Bis sell handed the original of this to the writer 
with the advice that he felt this was not a matter in which G-2 had juris- 
diction and desired to turn it over to the Bureau for whatever action the 
Bureau considered advisable. He stated that a reply v/onld be prepared for 
Secretary Stinson's signature advising the State Department that tney felt 
this matter was one for the FBI to handle. He further stated that he was 
calling this to the Bureau's attention in case the State Department approached 
the Bureau with reference to this investigation. 


4 tt&chment 


Respectfully, 
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i*3 r u'.io stations in South America would bo stopped; that the state 
Department -would be very muon opposed to the i reusury ' s suyyjjtion. 
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JFrheral Bureau of Imiratisattott 
3lttif §tatra Bopartmortt of Huatire 

fflnBhington, SL QL 

April 7, 1942 


MEMORANDUM FOR MR. LADD 


L-i 



Mr. QiHrin Taoitn 


There is attached hereto New York submission slip #6531-42 wh±b* r 
contains comments on a letter from "A L", Guatemala City, Guatemala, 
dated January 30, 1942, to A.B. Jameson, P.0. Box 107, Station F, 221 
East 34th Street, New York, I 


Mfsc Brahm 


\T .T, 


'\m 

The original letter was first brought to the attention of this office by ' 
hr. John Te dford, the Office of Cen sors hip, who telephonically inquired as to \ 

whether or not our W hi he Li s t was complete and as to whether an A.B. Jameson appeared \ 
thereon. A check of the White List reflected no name as A.B. Jameson, and Mr. Ted- j ! 
ford was so advised, Mr. Tedford informed that they had intercepted a communication >f) 
directed to A.B. Jameson, the contents of which read quite similarly to those of Sf) 

several other letters from individuals on SIS assignments which had been inaavertentlyN 
censored, Mr, Tedford advised that he would forward a copy of the submission slip \r 
to this office. v 

Thereafter, Mr. Collier of Mr. Holloman's office was telephonically con- 
tacted and it was determined that the original letter upon which this submission 
slip was based was from an indiviuual on SIS assignment in Guatemala, ana Mr. 

Collier indicated that it was quite common for individuals on such assignments to 
forward their c orresponden ce to the Bureau and not use the names appearing on the 
White List although the addresses of the mail drops are correct. For your in- 
formation the Office of Censorship checks correspondence against the "names” 
appearing on the White List and not the "addresses." The address appearing on the 
White List is used by the Office of Censorship to definitely determine if a piece of 
correspondence is going to an individual whose name appears on the White List. 

KECOMMlNDATION : It is suggested that as a precautionary measure to 

insure further against the tampering of mail of individuals on such assignments by- 
censors, you may wish to issue instructions to have all correspondence from those 
individuals forwarded to the Bureau exclusively through the names and addresses 
appearing on the White List. 


Very truly yours, 

UM oD 


declassification otthomtt dimto JMH: 
FBI AUTOMATIC DECLASSIFICATION UUIDE 


H. H. Clegg 
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«. 1. WAftTftrtf 0F JUSTICE 





(U) 


: kre 



The following facts nr& ijuaed 
1st* recent survey in l.atin tsssricaj 



;<;h the writer’s observation during; 

(U) 


Tbile In tuito, cuador, the writer ascertained in conversation 
with that rjtf sno '.eoond Secret ary 

Ti-ew of the American Iisbasay believed that representatives of the British 
Intelligence Service were clandestinely opening and reading the content* 
of tna American diplomatic pouch** traveling to and frost the "nited Staten 

stated that it was en*pe«ted that the r :nglleh were 
doing this in Guayaquil f I'cuacior, a point at *: loh the African sir rail 
diplomatic pouch is transferred fron the 1 to plane to the %at Toast 
International plane. ^ ^ ^ -.**s ‘unable to advise of any 

further 'details slonr those linen. 




(U) 


(U) 

&M1* in IJLk ;<a» Peru* it was ascertained that ret. re oantat ive* o' 

the British Intelligence ..erviee have exhibited to the ini ted tries 




# 4 

,■1 



!*emo random for Mr* Ladd 
i j a«# t 


hi 

» i 


Ur* Amour stated that ho learned subsequently that when ths 
nail ba< we# phyalcally intercepted by tho British reprwaentative, he ttould 
opon It In tho presence of a stenographer and as ha removed each piece of 
nail fro* tho potash ho would dictate to the stenogra.-her the exact 
deaerlptAIn of the position and place in the bag where the pise* of nail 
waa located and would further describe the condition of the envelope and 
all other surrounding details. This operation waa repeated with the 
renewal of eaah plows of mall. After the nail had been olandeatinsly 
opened and copied where nsoeaaary the stenographer** transcript of the 
conditions of the nail would be used in replacing all the nail back Into the 

(U) 

Ambassador Amour advised writer that he suspected that the British 
aov* meant was again reading the con tangs of the American diplomatic pouches 
and tat this was being dons in Trinidad-wtory South America* s Seat Coast 
mail remained over night between plsnesQSrT 

(U) 

In addltlott to tho foregoing* during tbs writer's survey of 
Latin America, he waa advised at Santiago* Chile* that tbs American state 
Department had promulgated a regulation to all American emissions that they 
were no longer permitted to forward stall narked "Strictly Confidential" 
through di pl omatic pouches. Tbs new rule for such "Strictly Confidential" 
mall is that It is to be forwarded to the State Department at Washington through 


the medium of a eeurlar. The state 
courier werrio# t hr o ugh o u t Latin Amort 

mCOMMKTOATIOM 



nt has recently instituted an airplane 

(U) 


The writer has discussed tills matter with 

■ Bogota* Colombia* in a very short 
while. . . was advised that he should make very discreet 

inquiries at Cali* Colombia* as to whether or not tie British Intelligence 
.service is intercepting and reeding American diplomatle mail at that point 
or whether tim British am making arrangements to have tbs eailaMd’ 
there frm Trinidad befom Its sntmnos into the Baited states. 



is asking continual discreet efforts to de~ 

.tsmine whether or not the British Intelligence officials at Guayaquil, 
intercepting and reading American diplomatle tsail at that 


(U) 


m r. *!**«<■ 

,Wr. T/S*V 

|W» £#.**»« 

Wf . Celtav 
Mr, Hawids-^ 
Mr . 

Mr 0*.'lnw 
Mr. 

;s '♦* 



(U) 


Rft*pectful3y, 



f 

/* _ 


, / r 

iJ f 


y 


BSTUBN DIHEC1 


’ •"’|VT 



ryC 


/•• r ■ ' ? .• 
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ADDEND mi - April 17, 1942 


'Ag® 3 


Svery effort is being made to determine definitely •whether 
the British *%£C^pr are not opening American diplomatic pouches to 
examine mailt 



It will be recalled that rumors and suspicions of this kind 
have arisen in the past, but no definite proof or evidence of any 
Kind whatsoever has been obtained. 

Our suspicions have been previously coaimunie&teu informally to 
the State Department , and it is believed that a formal communication 
would raault in the State Departiaant 11 s formally requiring the Bureau to 
more or less "put up," which we cannot do for lack of evidence or specific 
information, y.t will be recalled that we nave obtained several photo- 
static copies of communication® from Armsrioan consular officials in 
Sout h Americ a, addressed to the State Department, Washington, D. C», 
from | ' " " " " " "J these apparently having bear, inf arc opted, le traced each 


ono back px-oioptly through the State Departmant and determined that in 
each instance the communication ILnouestron was dispatched by opan mail 
through a British control point ^ 

With regard to the fourth paragraph on page 1 of the above 
memorandum, it will , of course, be noted that the material intercepted 
by the British fron _ , ami an undercover Agent 

was transmitted by ‘opeh nail through British control posits, all of 
which nail is intercepted and censored by the British, 




(U) 


You will b© further advised, concerning additional developments 
in connection with this matter, f\X) 

V/ (U) 

Respectfully, 


C, H. Carson 





EASiDS 


Mroh 10, l$h2 


THE DIRECTOR 


Air Mil letters am "being written today to Maori own Jabaaawdtara 

and Mlnletare In the Latin Maori oeao Bepuhllcs, instructing than 

that the privilege of the dlpicewtlc pouch ia to ho extended 

vlthont Without Moaontlp and without knotfledna of 

the coDtanta on the port of the Mmaatoa to ivpaMlstliai of 

the federal Bureau of lMwoti0KU<» dmtrttq to mo thooe pouches 

to truant oc— iloetloaaa to UMhlx^tcw. The Bureau will he advised S 

telep ho n e o n ll j Whu the letters, nil of which have been tapped, are c 

signed by Assistant S e cre tary of State Shea* and is the M ea nwhi le >- 

we ere preparing spprujrtate notification to otsr SIB people. o 

< 
ji -- 

<5 

Beepe o tfully, o 

\ 

h* 

k Edward A. Tun 


Wr. Teieen 


Mr. c. A. Tamm 
Mr- ciei f . . 

Mr. 0 lav In 

Mr > tadd ,,, 

Mr. WlchOlS 
v»r. Tree* 


CC- Mr. Ladd 
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Ref ' lac troplatlng of 
Sealing Devices. 


Froa plaster to graphited wax disci Beeswax 92$, 
Turpentine 4%, Orapiiite 1$>* - -It wax and graphite at SO 0 
centigrade and add turpentine. Stir and cast into disc about 
3/Q n or 1/2" thick of suitable size, r Olsten molds before 
pouring to prevent sticking. 


Make Banjos from shaet copper t 



Solder 1/2* deep rings of copper onto copper disc to hold wax 

discs. 


The wax disc than placed in banjo. The contact arms 
are proeeed into the surface of the wax and fixed with a screw 
and nut. The whole surface is treated with graphite - using 
softest possible brush. Plaster cast is also treated with 
graphite to prevent sticking. 

The surface of the wax is then gently warned (but not 
melted) and the plaster placed against it. Piaster and wax are 
now placed under an embossing press as used by die sinkers. 
Pressure is applied until plaster is forced Into wax. Allow 
wax surf see to harden and then remove plaster. 


The wax disc with impression is again dusted with 
graphite. The banjo and all parts of wax where plating is not 
desired are coated with melted beeswax (no graphite). 

Chemically deposit a copper covering before placing 
in bath — i. •», cover surface with copper sulphate solution 
(20$) and sprinkle reduced iron powder on it. Stir wjf&h .soft 
brush for few minutes and wash off, ROOMED f / — . 

iNDEXEm * { b j - h 'j 

dh classification AUTHO p.i t yQil^rpbaafc:>&2" x 3" x 8* brass rods acros# 
fbi automatic :eosaie©i»rS i at 1 each* end (hang banjos on these), ttiej acid copper 


3 

jf 1 ' 

y 




f] 

■v 1 


// j 


DAT! 08 - 


- 0: sulphate electro typing bath as follows i Cupper imlphfte j%32 
grans - potash alum 12.5 grams - concentrated sulphnrlc acid ' 
31 oc. plus water - 1 litre. 


I* 


>A 1 




l 




\ 



TWO 2-volt coll* are used and a reals tone# to 
regulate currant. 



Initial current should be low to assure fine deposit. 
Suggest 0*3 amp. per square inch of plating surface until first 
covering’ la obtained (usually about 1/2 hour). Then increase 
to as much as 1,0 amp. per square inch* In two hours one 
should havs a copper ahull of sufficient thickness - but nay 
continue If necessary. 

Remove banjo and wash well. Remove copper shell and 
dry* Tin tho back with solder* Trim shell to fit one of a 
ssrles of holes in a 3/*" iron plate* Place shell at bottom 
of hole ready to back with lead. Pour in Stereotype metal* 
Suspend screw with bead filed square and include in backing* 
Trim metal and polish seal thoroughly i To remove wax - treat 
seal with boiling methylated spirit or carbon tetrachloride. 

Rub seal with water and rouge and brush briskly with dry rouge 
powder* Finish polishing with plate powder and a clean brush. 
Screw a rubber stamp handle an the protruding acrev* ftober 
the seal and handle with a serial number. 



JOHN EDGAR HOOVER 
Dl RECTOR 

JErlieraJ {Bureau of Juaeatlgattou 
United States Department of ilustirr 

^ STaa^tugtrm, D. <tt- 

?JD:Gv-II 

February 20, 19^1 

?c 

* 9 < xmidu 2 roR Tu roroiffi: 
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X) 


On February 10th .‘7.C I'crris etllcd from 
ft. i,o’ui& ujci r'tt'ted that ’Its. \&.y he a informed him 
that the mail v.hich she had been receiving from her 
husband had been opened, I inquired of liorris i.f there 
v.-es any Information in this mail of importance , and he 
stated, it v.as only personal mail. He also informed 
that there vas no indication on the outside of the 
mail to indicate that it had been opened and censored 
by an official source, out that the nail itself indicated 
that it had been tampered rith, lie stated he tixmght 
he ou*ht to call the bureau ana report this matter. 


Respectfully, 

n. 


c as 


Drayton 





DECLASSIFICATION AUTHORITY DERIVED FROM: 
FBI AUTOMATIC DECLASSIFICATION OTIDE 
DAT! 08-20-2010 



joh nx.dgak ;:oover 

' nilREC'TOR 


general Slureatt nf fmirstmnttcm 
Uniteft §tatra UeparftimTf nf duatlce 
SSaaljingt oti, H. CL 


Mr. Toloooi 


ir, i 


p'ebT'uar 


Mir. Mcliol. 
Mr. Hen -ion 


ii I22f,- :: v r r r-:. o: 


ft! 


-SOLkKI? Oi' bib -AIL 


Mr. 'fracy 

M»»* Gandy 


?"’c letter;; •*er * received iron CenJ'i-'ential Infor-rrt 
If r'/»5 at Rio oe Janeiro, -rn7.il, , r rmv;',.r; r 1' r.nd .Jr ni.'rrv 

0 , 1 ; : 4 1 , Jitd been opened k*> ikvT.nlr.er 41, ;--ve c*-\irv*- 1 4 -• r J ; 

rir.id&d. 


The: : 'e tro letter conte lined no inf. or wtior. o” -. 
strictly confidential *\r.tmv . vv.ev -pr>. to '''-7, 1. r *. 

Port Office 3ov "OP, s : t Urr; p, ]1+; ; tre*t. • ■>•’ F^irth 
Avc*;-i.ue # Pei.'’ York Citv. Ko’’ r York. 

‘-noth or letter xs nine- received froo Sit: -1/5 i/a 
1’ici 5 3 ini .In nn..’. 1 j*’’ 31, 1/V.l, oo*'* ■ : n.in5.r. r r hir, o-nv-pnon ‘.iccottI 
v'hi oli lott.s':” had .not boon ppn rorod ♦ 

The "bn-'p three envelopes are a tta cl ied . 


-in <s pft c 1. 1‘* i 3. ].y , 


K Dtp r tony 




flxXS+M'ij Xr- V j^> 




i r 


✓ 
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Jfrfti'rnl Uitrrau of Snuratigation 

llititrii §tatrs Department of Ifuattrr 
1300 Biscayne Building 
MIAMI, FLORIDA 

February 6, 1941 
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X 

v. 

v * 


Director 

Federal Bureau of Investigation 
Washington, D. C. 


Dear Sir: 

Reference is made to Bureau letter of January 
24, 1941 advising of the receipt of a pieee of mail addressed 
to Post Office Box 2292 which mail was opened when received 
at the Bureau and desired to be advised if the mail had been 
opened in this office or was open at the time it was taken 
from the Post Office box. 



V 


V 



The Bureau is advised that this envelope was 
inadvertently opened by the writer and when it was discovered 
that the matter therein pertained to the Bureau, it was 
forwarded to the Bureau for appropriate action. 


Very truly yours. 




* 


* 


V 


FV?s Jb 


<4 

YpE CLASSIFICATION AUTHORITY DERIVED FROM: 
V) FBI AUTOMATIC DECLASSIFICATION GUIDE 
DATE 08-20-2010 


PERCY YTYLY, II. 

Special Agent in Charge 
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ral Shtrrau of tmuesttgati 


llnttrii states Hepartmimt of Uuattrr 

1308 Masonic Temple Bldg. , 

New Orleans, La, 

Nov, 16, mo. 



Director, 

Federal Bureau of Investigation, 
Washington, D. G, 



Dear Sir! 


Att'n; Hr, P, E. Foxworth. 


I are attaching an airmail letter addressed to Mr, 
Samuel £, Gardner, Box 579* New Orleans, La,, which the 
Bureau will note has been opened. 


This letter was removed from Box 579 in this condi- 
tion, but apparently it has not been tampered with, and the 
fact that it was open, is due to the glue drying, together 
with the fact that this type of tissue envelope does not 
hold glue very well. 


Vpry truly yours 



A. G. ftutzen, (J 
Special Agent in Charge. 


ACR/WH 
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BOW TO USB THE SPECIAL uUM. H 

Place in the small beaker approximately equal volumes of the two solutions if 
anything, take slighly less of the thin solution. Mix thoroughly with the 
glass rod then apply with the rod to the surface Which is to be stuck, using 
only a thin film of liquid. Press the surfaces together and iron with the electric 
iron at "silk heat". The gum will then solidify for ever, 

NOTES. 


I. The two solutions last for ever if kept separately in well stoppered bottles, 
when mixed the mixture will keep fluid for about half an hour at room t emperature. 
It solidifies almost instantaneously when heated, it is therefore important to make 
sure that the solutions do not become mixed with each other in the bottles, as for 
instance might happen if a dirty rod is used, Also only just enou^i for the 
job on hand should be mixed each time as the stuff left over is always wasted. 


2. The original gum on envelopes must always be removed first from all the 
flaps. It is a good plan to iiave ready a stock of envelopes with the lower 
falps already stuck down with the special gum. Should you be doing a job 
which takes more than 30 minutes to finish then you will have to make up more 
than one small batch of mixture. As soon as the gum has begun to solidify in 
the beaker it's adhesive properties are lost. 


3. The mixture is quite soluble in water before ironing. Any extra which 
has squeezed fromthe envelope flaps can be blotted off or washed away with 
water. After ironing, touching up becomes pratically impossible owing to the 
complete insolubility in all solvents of the hardened gum. 


*4. You should be cardful to withdraw the think solution out of the bottle 
with a glass rod without touching the ground neck. If the solution gets 
'between the stopper and neck you will nave a lot of trouble with the stopper 
sticking. 


Scientific & Testing Department 

March 10th, 1941. Imperial Censorship 

Hamilton 
Bermuda , 




CJLitVJ 


38, 1941 






4t the request of Rr. Drayton set 
earrelope mMr m t md to Mr. ftm EUtredge, Foot Of floe 
Bok 483, Orand Central Annex, Wow York, Maw York, 
aaUM is Brasil till fin Mr mm enwlaed to datandne 
MatlM iba mrHom b O f f i tmlaailT ooened. 


Thorne appears to be deer evidence that 
the envelope bee been opened | y e wr l o ue to the p ro a a nt 
opening Shiah ev mate with * knife on the rlght-hend 
edge. fide opedag Is revealed in the lower flap which 
bee been ragpLuML This regptadag fee set itwpft 1 netieil em 
the tap flap the see ehleh 1* sealed bgr the envdope wear. 

The tap flap a ppea r e d te be f eeteaei either by the original 
adhw ri.e e or bgr peete ef a different ohereeter free the ancilege 
weed oe the battea flap. There la no way of aeoerteirdnt 
pariklf^r riwtlMr tbo up pe r flap wea alee opes. The envelope 
was out epea ea the other edge in order to niwplete the 
werinitUa, At this that there were f owed adhering to the 
la se r serf see wader the top flip and art ending yeaffcr ower that 
flap and pertly evwr the upper portion of the envelope to 
■itf tbe top flap la fastened, tuo c oo per atively large pdeoee 
of thin white tlwrao paper apparently beeawe etwok te 
the iawlde of the envelope rd were torn off uhen the reol. pl , out 
ronovod the oeetente. If this la so these two uiooee of vhlto 
paper were part of the contents of the envelope Which beoane 
•took to the top flap b eoe u ee of the ewaeee w e oliag s wood to 
fhsten the leear flap uhen It waa rectoeled. 


Mr. Clegg 



Mr. Cgen 


The envelope uea opened prleerily to enable 
an e—rteetion at the edge adjacent to the p l an e Where it wee 
opened by the recipient (ea well as to eawadne the book of the 
flap). Tide waa done beoanao there eadeta neat to thie out two 
la the paper, one of uhloh could bo earned by Aha 
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November 7, 1940 




STRICT!.’ 



ffi'TTIAL 


MEMOm'DUM FOR MR. 
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Rej British Censorship. 

Secret Inks (80-504). 
Cryptography (80-612). 


During the visit last week of E. S. Herbert, Director 
of Censorship of Great Britain, C. G dsa Graz, Chief of the 
Postal Censorship, both coming under the Ministry of Information, 
and Captain H. Montgomery Hyde of the British War Office, 
presently assigned to censorship duty, I conferred at considerable 
length with Captain Hyde on matters of a Laboratory nature. 

Captain Hyde is presently in charge of the censorship work in 
Bermuda and although not a technical man is greatly interested 
in the technical phases of censorship and has on his staff 
people who handle the same. During these conferences, we were 
joined at times by Messrs. Pickering, Appel, and Hapier of the 
Laboratory, as well as Mr. Martin of ny office. 

During these conferences we discussed at considerable 
length the process known as chamfering, which is the invisible 
mending of a torn or mutilated document. It sometimes happens 
in censorship that an envelope is slit open or torn open for 
censorship purposes and after opening the contents are found to 
v be of such nature that it is considered preferable to forward 

the document if possible without any indications thereon that 
it has been opened. This is accomplished by a process called 
chamfering, according to u aptain Hyde. He states that women 
workers are the most skilled at this, superior to men. As far 
as we could gather, the torn edges are carefully beveled with a 
special knife and then they are pressed together without the use 
of gum or glue, the fibres being worked together by pressure. 

The repair must be along a perfect line so that it will not bo 
discernible. Wherever possible, the envelope is refold«d so that 
the repair is better hidden in a fold. This latter procedure is 
particularly applicable w^sn the envelope vms slit along an 
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Captain Hyde's explanation was not suff iciontly technical to permit 
us to undertake a test of the process. Captain Hyde, however, 
offered to have his technicians draw up detailed instructions and 
a description of the instruments used. He further agreed to send 
us samples of completed chamfering. For this purpose, we prepared 
for him several samples of torn envelopes. He will have these 
repaired in Bermuda and returned to the FBI. 

An extended discussion was had concerning the relative 
merits of steam and cold humid treatments for the opening of 
gummed envelopes. There was also discussed a third method of 
dry opening, by means of a probing instrument. The only new 
development brought forth in this discussion was the information 
furnished by Captain Hyde that Japanese in their more important 
documents are using a special sealing gum which contains egg yolk. 
When any dampness sufficient to release the seal reaches the egg 
yolk it Immediately runs thus giving vivid evidence that the 
envelope has been tampered with. In such situations it was agreed 
that dry probing was the only possible means of opening such a 
seal. Wo in the Laboratory furnished Captain Hyde with the formula 
and procedure for detecting previous efforts at dampening. This 
is known as the liquid iodine test. 

With regard to codes and ciphers we were informed by 
Captain Hyde that the Censorship Bureau of the Ministry of 
Information is equipped to handle some codas and ciphers. These, 
however, are praotically limited to those occasional ones dis- 
covered in letters or telegrams passing between individual foreign 
agents. They usually have no occasion to attempt to decode the 
more difficult diplomatic codes. As a matter of fact if they are 
unable to solve their own codes and ciphers they are then referred 
to the cryptanalysis section of the Foreign Office in London, 

This latter is the highly developed cryptographic section of the 
British Government which is equipped to handle foreign and diplo- 
matic codes and ciphers. Captair Hyde was unable to state whether 
that latter section was able to break the German diplomatic code 
but it was his impression they have not been sc able, to date. 

Secret inks and their detection are handled by chemists 
of the censorship who are directly under Head Chemist S, W. Collins. 
Collins is an old hand at this work, and prominent in the last 
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World War and is referred to in Yardley’s American book "The Black 
Chamber", Earlier discussions between dez Gras and mvaelf on 
secret inks have since been referred to Collins by des Graz, A 
message was brought back that Collins xvas in full accord with the 
FBI Laboratory's views on secret inks and had no additional sug- 
gestions to offer. However, in a subsequent discussion Mr. Herbert 
informed me in a highly confidential manner that they had discovered 
that foreign secret agents dropped by plane at night with parachutes 
and subsequently captured were found to have on their person a new 
form of secret ink made up from the chemical "Pyramidon". I 
immediately arranged for the purchase of a sample of "Pyramidon" 
and Mr. Pickering is working with it in the Laboratory and seeking 
its complementary detector. 

V7e discussed packages, strings, and seals. The only new 
development was the statement by Captain Hyde that wherever possible 
strings and wrappings should be slipped off packages without being 
untied and without breaking any more seals on the package than 
necessary. Where it is necessary to break seals and untie the string 
we wore all in accord on methods. 

I requested Captain Hyde to furnish a sample of the 
"prisoners' paper", which is a special paper considered not receptive 
to secret inks and which is furnished by the Government to internees 
and prisoners for correspondence purposes. 

Captain Hyde was particularly interested in the development 
of latent fingerprints on paper— the use of a special lamp for reading 
indented writing--and methods of photographing carbon paper to bring 
out the impressions thereon — and the use of contact photographic printer 
for rapid photostating of documents. All these things were shown to him 
Captain Hyde was also particularly interested in sound recording, 

I showed him the typo of disc recorder (the Presto type) used by the 
Bureau. He stated he has immediate need for a sound recorder in Bermuda 
and was planning the purchase of one in New York to carry back with 
him. He stated ho has immediate need for a sound recorder in Bermuda 
and was planning the purchase of one in New York to carry back with 
him. He stated he had already looked at some in New York and was con- 
sidering the purchase of ono cheaper than that used by the Bureau. 

In this connection, I was very much interested when reading the censor- 
ship manual which was furnished the Director by these three gentlemen 
that as part of the regular censorship in England they tap the tele- 
phones of citizens (unbeknown to them) for the purpose of getting a 
cross-section of public opinion. The manual states " - - six teams 
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of censors who move from town to town and cut in on both local 
trunk lines and incoming toll lines into that town listen at 
random and make precis of the conversation heard for the purpose 
of summarizing public opinion - state of the morale - rumor 
mongoring, etc.". 

During these conversations I was also informed that the 
present censorship staff at Bermuda has increased to 500 persona, 
that they have taken over a whole resort hotel. Many of these 
employees are women and many of them have been brought over from 
London. It was further inferred that the censorship staff would 
be rapidly increased to 1,000 and possibly 2,000 persons. These 
gentlemen again urged that an FBI representative visit Bermuda 
and make a study of censorship organization and their method of 
procedure. 


Respectfully, 


E. P. Coffey, 



July 31, 1940 
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Special Agent in Charge 
Boston, Massachusetts 

Re: | ” L 

L ggpimags 


Dear Sir t 


There is transmitted herewith the laboratory report 
covering the examination of specimens submitted by your office 
in connection with the above-entitled matter and transmitted by 
your communication dated July 14, 1940. 

Very truly yours, 


John Edgar Hoover 
Director 
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File #65 33306 1 

Lab. #36705 

36620 


Examination requested by : Boston 

Reference : Letter 7/14/40 

Examination requested : Document - Chemical (General Chemical) 


Specimens t 

65-22304-1 Ql. Che bottle of Diethyl Rithalate. 



Result of examination: 
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Re« In at ruction in Cryptography. 

Opening and 8* sealing Envelopes. 


On October 11, 1938 the course of instruction in cryptography 
was continued those present being Messrs. Blackburn, Major md 
Pickwing. %• instruction continued with information relative to the 
lecture an codes and ciphers given in the various training schools. 

At this time it was suggested that tnose taking the course read both 
"Cryptography* by Lange, and "The American Black Chamber* by Tardley, 
in order to get a background of various individual types of ciphers 
about which questions might be aiked in class. Sons instruction in 
the use of code books was also given for use in the lectures. 


Some experimental work has been carried out in connection 
with the possibility of opening envelopes and resealing them without 
leaving evidence of the operation. It was found that the steaming 
process which is ordinarily used in this connection was very apt to 
leave th# flap of the envelope in a warped condition. Upon reaealing 
the envelope there usually remains indication that the envelope had 
been tampered with. Furious methods were tried to avert this and it 
was finally found that If the envelopes were pladed inside of a Jar 
in the bottom of which was 3oae water and allowed to stand overnight 
the flap could be easily opened and showed no trace of warping. 


Inasmuch as the t ime element is usually important in such 
types of work efforts were made to reduce the length of time necessary 
for the moisture to soften up the paper. It was found that if the •' 

envelope were put in a covered jar in the bottom of which was some « 

water which had been warmed to about 40 degrees Centigrade and than ti 

the fir pumped cut of the jar, the time could be reduced to a little 
over two hours. Additional work is planned in an attempt to reduce • 

this time limit. Ihon the envelope is resealed beet results were 5 

found when another envelope was used in order to supply the necessary ™ 

adhesive to seal the flap. The adheeive on the fla.jp of the second g 
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Memorandum for Mr* Nathan 
October 13, 1938. 


envelope would be moistened and rubbed on the flap of the first 
envelope after which the flap wag reaeaLed* It was found that if 
mucilage were directly applied to the flap it usually resulted in 
there being too much adhesive present and the evidence thereof became 
niticeable. 


Respectfully, 


S. P. Coffey 
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